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1. [AJiEE] ANERIEE Azure [HXIEFEFREEHMN, TLAER Azure PowerShell iX#8 Azure B KIEHRIER
BEEMNILICIESRE., BXFMEE, 1BSE (£ PowerShell 1 Azure [JIMIFECEITEE] Azure 7K
RS

2. WRBEZFEAT Azure BiXIEERK, TILAEER Azure PowerShell TSR, #E BT Azure Portal
HEIRETR Azure BIKIERES, RESHIERNANRERE, AREMRSPEEHXE.

Redeploy-Policy.ps1 25N A RIS EFETE2IF XY Azure PowerShell fI7R,
BiEmfl:

\Redeploy-Policy.ps1 "
-Policyld <Reourceld> *
-TargetResourceGroup target-resource-group
-NewPolicyName new-policy-name *
-Location chinanorth3 *
-SkuTier Standard

BE
WARNIREIMERTN SNAT ERFEEIRE. FESIC TXEIRE, AEBFNHTIER. WHAN ARG, 15
NEZATIETAERIER.

EHIAEERHT Azure PowerShell, 1E1T Get-Module -ListAvailable Az, BETLEWLLRA. MRERELLE,
BB L2E Azure PowerShell 1218,

param (
# Resource ID of the original Azure firewall policy.
[Parameter(Mandatory=$true)]
[string]
$Policyld,

# Target resource group for the new policy.
[Parameter(Mandatory=$true)]

[string]

$TargetResourceGroup,

# New name for the Azure firewall policy.
[Parameter(Mandatory=$true)]

[string]

$NewPolicyName,

# Location for the new Azure firewall policy.
[Parameter(Mandatory=5$true)]

[string]

$Location,
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https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://learn.microsoft.com/powershell/azure/install-azure-powershell
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# SKU Tier for the new Azure firewall policy.
[Parameter(Mandatory=$false)]

[string]

$SkuTier = "Premium"

$ErrorActionPreference = "Stop"

function EnsureAzureChinalogin {
Write-Host "Checking Azure login status”
try {
$account = Get-AzContext
if ($null -eq $account) {
throw "Not logged in"
}
Write-Host "Already logged in as: $($account.Account)”
}
catch {
Write-Host "Not logged in. Logging in to Azure China..."
Connect-AzAccount -Environment AzureChinaCloud
$account = Get-AzContext
if ($null -eq $account) {
Write-Host "Login failed. Please check your credentials and try again.”
exit(1)
}

Write-Host "Logged in successfully as: $($account. Account)"

function CreateNewPolicy {

[CmdletBinding()]

param (
[Parameter(Mandatory=$true)]
[Microsoft. Azure.Commands.Network.Models. PSAzureFirewallPolicy]
$OriginalPolicy,
[Parameter(Mandatory=$true)]
[string]
$NewPolicyName,
[Parameter(Mandatory=$true)]
[string]
$TargetResourceGroup,
[Parameter(Mandatory=$true)]
[string]
$Location,
[Parameter(Mandatory=$true)]
[string]
$SkuTier
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$NewPolicyParameters = @{
Name = $NewPolicyName
ResourceGroupName = $TargetResourceGroup
Location = $Location
ThreatIntelMode = $OriginalPolicy.ThreatintelMode
ThreatIntelWhitelist = $OriginalPolicy.ThreatintelWhitelist
PrivateRange = $OriginalPolicy.PrivateRange
DnsSetting = $OriginalPolicy.DnsSettings
SqlSetting = $OriginalPolicy.SqlSetting
ExplicitProxy = $OriginalPolicy.ExplicitProxy
DefaultProfile = $OriginalPolicy.DefaultProfile
Tag = $OriginalPolicy.Tag
SkuTier = $SkuTier

Write-Host "Creating new policy"
$newPolicy = New-AzFirewallPolicy @NewPolicyParameters

Write-Host "Populating rules in new policy"
foreach ($ruleCollectionGroup in $OriginalPolicy.RuleCollectionGroups) {
$ruleResource = Get-AzResource -Resourceld $ruleCollectionGroup.ld
$ruleToTransfom = Get-AzFirewallPolicyRuleCollectionGroup -AzureFirewallPolicy $OriginalPolicy -Name $ru
leResource.Name
$ruleCollectionGroup = @f
FirewallPolicyObject = $newPolicy
Priority = $ruleToTransfom.Properties.Priority
Name = $ruleToTransfom.Name

if ($ruleToTransfom.Properties.RuleCollection.Count) {

$ruleCollectionGroup["RuleCollection"] = $ruleToTransfom.Properties.RuleCollection

Set-AzFirewallPolicyRuleCollectionGroup @ruleCollectionGroup

return $newPolicy

function ValidateAzNetworkModuleExists {
Write-Host "Validating needed module exists"
$networkModule = Get-InstalledModule -Name "Az.Network" -MinimumVersion 4.5 -ErrorAction SilentlyConti
nue
if ($null -eq $networkModule) {
Write-Host "Please install Az.Network module version 4.5.0 or higher, see instructions: https://github.com/Az
ure/azure-powershell#installation"
exit(1)
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}
$resourceModule = Get-InstalledModule -Name "Az.Resources" -MinimumVersion 4.2 -ErrorAction SilentlyCon
tinue
if ($null -eq $resourceModule) {
Write-Host "Please install Az.Resources module version 4.2.0 or higher, see instructions: https://github.com/
Azure/azure-powershell#installation”
exit(1)
}
Import-Module Az.Network -MinimumVersion 4.5.0
Import-Module Az.Resources -MinimumVersion 4.2.0

EnsureAzureChinalLogin

ValidateAzNetworkModuleExists

$originalPolicy = Get-AzFirewallPolicy -Resourceld $Policyld

$newPolicy = CreateNewPolicy -OriginalPolicy $originalPolicy -NewPolicyName $NewPolicyName -TargetResourc
eGroup $TargetResourceGroup -Location $Location -SkuTier $SkuTier

Write-Host "Migration complete. New policy created: $($newPolicy.Name)" -ForegroundColor Green

3. EBRXIETEIE— N Azure Firewall L, FREERTREEHI Azure BEXEESRES

SR 3: MitFNISIE

1. BBIRFEY Azure Firewall LB RIHBIEFHECE.
2. HTEEMENR AR KIS 2 S IER .
3. ARSI CRMERERERSIERTIF.

T 4. IBH=E
1. EFRXIRERENMELEE (NSG) LUSHFH Azure Firewall SL,
2. BEYMERERFRIPXE, LIRRZET.

$I2 5: BIEIRER

1. TERBAFRIEY Azure Firewall TYEIEESS, TLUMIESIARY Azure Firewall Sof),
2. ERIEXIGHABERINEREUTEkA.

Sudumr
e = 0]
o TBHREIEBIERERIITERE, LURDXISHIEE,
o TEIUEY, FINIEMERENAE, BELET,
o UNERBEUEACIR, STLAKERTELRZERESRAY Azure Firewall SEf51,
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HXSEHE

e  Azure Firewall 384
e  Azure CLI 3ZHY
o Azure R L (NSG) Y

) Azure FEERZR STAY

BT EEE, EaTLARFIEE Azure Firewall \A—MNXIHFBEIB— XL, EEAEER, B85 DARE]
BXE Azure STEHIBA.
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https://docs.microsoft.com/zh-cn/azure/firewall/
https://docs.microsoft.com/zh-cn/cli/azure/?view=azure-cli-latest
https://docs.microsoft.com/zh-cn/azure/virtual-network/security-overview
https://docs.microsoft.com/zh-cn/azure/virtual-network/virtual-networks-udr-overview
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1X#% Azure Key Vault

BR

=)y

fEfr
FoRFM
pE=E
o RELRERTEEM
o ETRRERIEEM
o L&A DNS EEESI
HEETIE
SR 2o
o (FIENFER
o % Key Vault
o TEBEIRXKIELIE Key Vault
o 1&E Key Vault #iE
o EHMNAREREE
o IFSA

o HERIR

AEMEESSUNTIE Azure Key Vault (BHIRER) M— N KEEREIB— K, OEERERGDGERE.
B MWGER Azure CLI TR, FHEENEE SR, HRSURssa IR MR \RUR,

FoRFMF

I Azure TTIRBRIFE BRX SO R RRERE.

B ZRRERERRIETE Azure IRSZOIBKIIIIRGT. WTFEELCEEMARS, LUEFELHNE
TEERIE.

RIERSRREERT, TebBER BRI EF0E E SR,
CIEREEE. VUBFER, FEISHEFHINZ “Key Vault Contributor” Fta,

IERHIHIE BRI E AR E E P EHACE !
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o AREEFIMEEEIRE.
o ERMIBRFIEPRIRIF.
o BEnHRIRE.

IE EIA
BRSZERLEDIETEIR

BT Azure Key Vault FIREREERSZEERATFHIERGIIIEEREMUMES. LHh, BAlETXEREQGHIRR
HFA—FF IPv4 (Internet HYARZS 4) #BUBEE. (HAMINREERIZRREENBFHLENIXL TR,
RETRREFERFRIEXEPEE T IRSRER, WEEEBFXEPHITHERAVERE.

O

RN BFKIRPEFRCEERRERE, LIRETOIE VNet 17N, REF e TEIREHOIE.

CRERERIEEEIR

Azure TRHEZRAMEIREEE] Azure SFERIIRSS (PaaS). EFHHBRIIRSSEE Microsoft SIFIKHIRSSAIE AE
., CTREEECTNSBRREN, FETHEREIEELLL Internet ERIREESRIRIF Azure RERQZIEANER.

RN BRI EFCEERRERE, LNFTEIE VNet 17N, ARAREHTEIREHEIE.

EFE_-_n,.“ DNS EEEIE EIA

BB WIEHRECE DNS IRE, HERLRLER P T HEEF RN 2RENES (FQDN).
IME Microsoft Azure FRSZETRECHAFIIIAHELLERAY DNS BtE, wmBNIEES ReERERRERIITIERE,

SERBRERRKNIMNSEZOBSEE DNS FiERESE. MEZEDEEEETHEIEREIRI FQDN f1EA IP it
ik,

AR T ETCRECE T AL RAY DNS I8 :

o (ERENXH ((UEFRFNK) . FTLAERREN ERFENSGREN DNS,

o (EFMEH DNS i, {RAIEFAEF DNS RSB ERLRERAY DNS f#tr, EISE A DNS Xigh
EENRORIANL, LA EE,

o (M DNS $£&R88 (Wik) . (RoJfEFD DNS BREREN T HHEERA DNS f#fT. S DNS &
M, LATERRHLRhiEESHY DNS fRS328 (S DNS X,

HETE

EFHRZ A, BRREESIUTRY:
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1. —MEAT Azure 115,

RN B AR AR .

ERAFIBCEYFA Azure CLI,

HRRER Key Vault ) REEHAIEAHITHIRE, FEBIECEEM.

FELER

FILRRiER

B, FILATEIEEER Key Vault IR, LBRIEEIZIIET Key Vault BIEARREZL.

P w0 BN

=19 Key Vault

1. BF Azure [,

2. SHEIFEIMBH Key Vault (BRERERE) .
EEMSAE R 5B, 1HEEER".

4. EANGIRRGEHRESHD" B FELT.

5. HEEFPMEENE, E TRED" FRESHXM.
"NE TR SHRES R LIALE,

o

o

{5/ Azure CLI FRDIIH Key Vault IFFEESA. HIEFHES.

# BB

az keyvault key backup

--vault-name <SourceKeyVaultName> *
--name <KeyName> "

--file <KeyBackupFilePath>

# EOHTEYIE

az keyvault secret backup *
--vault-name <SourceKeyVaultName> *
--name <SecretName> *

--file <SecretBackupFilePath>

# EHTEUED

az keyvault certificate backup
--vault-name <SourceKeyVaultName> *
--name <CertificateName> *

--file <CertificateBackupFilePath>
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EBIRXIHEIZ Key Vault

1. & Azure [P, SE/EIEER".

2. EERHFIEE Key Vault’,

3. ESBIE Key Vault NEAER, FERERXE (AIEAXE) .
4. SERREEE, HEFHFREBETK.

5. ECE Key Vault (9EFAEAHIEEHERISIAREE,

f5F3 Azure CLI 7E B#rXIEBIEE—NETHY Key Vault,

# BYEE Key Vault

az keyvault create

--name <TargetKeyVaultName> *
--resource-group <TargetResourceGroupName> *
--location <TargetRegion>

RS Key Vault £

1. SAEIFER Key Vault (EBRERE) .
2. EEMSHENSRED, EE =R
EAM £S5 RE ERED &,

4. EENNEHXHE, FERRLREN.
"NE TR SIRERIFSR DAL R,

o

o

{£F8 Azure CLI 1S&DRIEIRINEEI B FRXIEATHT Key Vault H,

# BB

az keyvault key restore

--vault-name <TargetKeyVaultName> *
--file <KeyBackupFilePath>

# kBTN

az keyvault secret restore
--vault-name <TargetKeyVaultName> *
--file <SecretBackupFilePath>

# G EHTEIUEB

az keyvault certificate restore
--vault-name <TargetKeyVaultName> *
--file <CertificateBackupFilePath>

M AEFIE

R FBREFECE AT NIEMHT Key Vault HEFSHNIX LR FHER.
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https://docs.azure.cn/zh-cn/key-vault/general/rbac-guide?tabs=azure-cli
https://docs.azure.cn/zh-cn/key-vault/general/assign-access-policy?tabs=azure-portal
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# BRI eI 17 R B E X (T SIHTHT Key Vault
# BRI E R R T e /72

BEE St
. EASEAER, FERSERIENG Key Vaul,
2 BHRFTEMED. NERREBSEILER A,

# BIRIGE i FHRE e B BB LE AR 2T

EETHRS

PR RIS

SNEREFAFT Key Vault AN FERERFIERIZTT, ATLAMBRIEXIEAYIE Key Vault FIHEXEIR.

az keyvault delete
--name <SourceKeyVaultName> *
--resource-group <SourceResourceGroupName>

¢Ik

&

BI LSRR, 1EEEINE Azure Key Vault \—MRIEIFRBEIS— X, BRREIBEETFEES—
£, LIBREEERSIRS T, MRBIUHATR, JLISHE Azure BTTSHEERR Azure SRS,

THEEZ Azure Key Vault IBX(ER., BEESEWNTHE:

e  Azure Key Vault #F2

e  Azure Key Vault AR

BRI, BEREEAY Azure STIFEIRA.
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1X#% Azure Managed Disks

BR
o ET
o IIRLER
o HB1: FEHZFIHAEES URI
o HE2: SHENFHEWKF
= I 2.1: AzCopy
= J5I®22: Azure CLI
o HB3: EEMINEFHOEIATERE

o HE4: ElFE VM

=)y

Azure FEEMEBISEIRS VM BEXEAFEK,, BT Azure EtigiERIARSS (laaS) VM HIHEETE,
BFEFREERAA vhd X4, BTEERSA AzCopy ETEREHINH,

A PIRENRRS AR ESETRBIRIHRIH RS URI RSEIEE#E, KEFEAL URI THEEHTE,
BET Vhd XHEBEGRXISEIEFAINTERE.

FELER

S 1: FKHEZIFIZR URI

1. EIP, BEEEHE. ©5 VM NTFE—&REAH, EREEE IR,

2. FEAEMINEES RGBSR, BFckFAFEESE VM, SEBGENI0 VM LTS .
EX URI ZIHBRYETE], EXIARTIEZ 3600 #2,
4. HpE— URL,

5. £4%iZ URL, i%Z URL R&ESIEEETR—IR.

SR 2: SHREEEKA

BEMARNALMNSSHI#HESHIZIBIFFEKF S, A305LL AzCopy #1 Azure CLI IRFF S TUABBETNEE, A
BfTEEER.

w
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$IE 2.1: AzCopy

{5/ AzCopy i EENFEEHIZI BIRNERIZGEIKF Blob e84,
BEX{aER AzCopy , iB£158 AzCopy N T,
AzCopy &p <4l T

azcopy copy "<i& SAS URI>" "<H#x SAS URI>" --blob-type PageBlob
AT B2 Sl :

azcopy copy
"https://md-fvth500tz1jn.blob.core.chinacloudapi.cn/nd2vhh3gsbn2/abcd?sv=2018-03-288&sr=b&si=08af14df-4a

ea-444c-89de-06c251f213ae&sig=xxx"
"https://targetstorage.blob.core.chinacloudapi.cn/targetcontainer/newdisk.vhd?sp=rcw&st=2024-09-13T03:16:24
Z85e=2024-09-13T11:16:24Z&spr=https&sv=2022-11-028&sr=c&sig=xxx"

--blob-type PageBlob

EEZE

- B8R URI BIBEXIMEFIRIRIREIERS, TTREMLLEE SAS SHEHT. - &/ —blob-type PageBlob ELNiTE#z
VEESLUTIE] Blob RIS - BHAIFHIBIrir el HIPEIRE, BRI EFIE SIS, LB AzCopy
RIS RE AT,

U2 2.2: Azure CLI

f5F8 Azure CLI BHEBENFMESHIZEIBrMERZHEWK, Blob 588,
Azure CLI sp$00F:

az storage blob copy start
--destination-blob "< R VHD 3Z{4%&>"

--destination-container " < BR{F a5 884 > "
--account-name "< BFRFAEMK 2 > "
--account-key "< ERFEIKF Key>"
--source-uri "<jJ& SAS URI>"

LR, B ETLUEIT Azure CLI FERk AP58 1 FREVEE=I0)554% URI Hh3KEY SAS URI HOE7E,
WRERBIIHAB TR AEITEW R, XTRE—MRIFIA.

TESERMEA, BE (#5 Azure CLUSITERR S H/SHZIEMEK,.
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https://docs.azure.cn/zh-cn/storage/common/storage-use-azcopy-v10
https://learn.microsoft.com/zh-cn/cli/azure/?view=azure-cli-latest
https://docs.azure.cn/zh-cn/virtual-machines/scripts/copy-managed-disks-vhd-to-storage-account
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S 3: EBIRRIRReIEFHATERE

BT AT RTEEMAEEHE. LUTEE Azure FPHUTIZR(ERITIE: 1. NP, EFHE > T8
B> 8. 2 WMAFHENETR. 3. ISERREA. 4. 7EFEXRBIT, &FEFHE blob, A5, M AzCopy fp<SEH!
Btx URI, St TRISSLALEERR URI, 5. (IREHIAIZ OS #ifE, BIEE 0S KA, MTHMHERE, Bk
e,

$E4: Sl VM

SNRIFMIA, BEMIZEILMERLITERELIE VM, LITERFNEI: * &P, SFE, AEEEeE
VM, BEE—HENX VM fIEMS%8. * R PowerShell B98I, BSRMNIAFHZOIE VM,

BELLELR, SELMING Azure FEEHEN—MXIFIEBEIZ— X,
SRR RPN FREEE—, DIBREIEERREIRS .
FEEFIMRIERA, B ENTIAMEH TANHIRIE.

MRBENEARRE, BILAS%E Azure BASIETELR Azure FIAR IS,

THRESXTSIE Azure TSI, B5%E:
o Azure IEEMME Y
o THRUMAET API SREXHEFIAFAIER URI, LISHERE.
o THEWMEEIT API NIEFEE blob BIEITERA,
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https://docs.azure.cn/zh-cn/backup/backup-azure-vms-automation#create-a-vm-from-restored-disks
https://docs.azure.cn/zh-cn/virtual-machines/linux/managed-disks-overview
https://docs.microsoft.com/zh-cn/rest/api/compute/disks/grantaccess
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1X#% Azure Storage Account

i

KETFESIEINANE Azure Storage Account A—MNXIENFREEIS— M X, HF Azure RS EIEERIEAENK
PRXE, HNEEEISOINSFEIERELINTRE.

FoRFF
TR R, BRRREL TR
o HERIKFERRIIRSFITHREE BRI EZ5Ts.
o XITTNSIORE, BHRIRRNTIRHESIABRXEAISLIFIIZR.
o IRIEFHEKFRENAR, EEFEMZA, AJREREEBRRXETHREMEELA TMREIR:

o RN, WNERLBEFFFENAIEEH
o Azure Key Vault

o Azure B3t

o uHIP

o Azure ERHERZIRSS

o 188 Azure ITFFIMERITIE,

FBE BRI
SRR eSS

EEEET, SEEEBIATHIERE:

» Blob Fif: FATFXNREE.

e Azure Files: FIFX4H=,

o Table fFfif: F3T NoSQL #uETFtE.
e Queue Ffif: BFERNTI,

A GERYRPRTLI

R MI T RAEK P RIBR S AR FARE R ERRE IEFEIL R RO RERK . X BIEERIRT

e  Azure Web Apps
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-virtual-network
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-key-vault
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-automation
https://learn.microsoft.com/zh-cn/azure/virtual-network/move-across-regions-publicip-portal
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-private-link
https://docs.azure.cn/zh-cn/role-based-access-control/resource-provider-operations
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Virtual Machines

Azure Kubernetes Service
Azure Container Instances
Azure Functions

Azure Batch

Azure Synapse Analytics
Azure Databricks

BEfh{HEREMEWFEY Azure RS

FishdE

MYEO: SR ISR/ IRER TEREE, BNEIFS IR R E OREHTT.
FRfGREIE): RIEFMERA PEIRENA/), TSR NIRRT EATRIE. ARSI I e AU\
FHRAE,

=

TSI MRAIHENER, ATLMETBHEEEaRIREZ K RRERS, LB ESIER—
HRIXEL.

RIMULEN: YTHEERFUSESMENTR, FRINIBRBLBRR AT\ GYEIANE, NERES
PRI HERELIR BImAT e A H.

AMENRIEIRIE ST

ERE . Bl —REEHIENEHOMEHE BRXKERIFMEIKF.

RERY: T2E5TBE, EAEY Azure Data Factory, AzCopy HY /Sync 288} Event Grid SR &fitA
NEHZERBIEIRIEELEIEDN, BRIBIRETI~ENEERIREXR,

RE—HE: HE—REER, FIREFEKS ENERE, fUTREIXEERY, AEEIER
SIS EHRIFHEK .,

it SIEIE

BISHIXILL: EEEalE, FIAEHEIRSIRAAIRIGFITIEE (40 Blob A MD5 & File B9 Content-MD5)
SRIGIFURRINSEEEN, FRIREIEN S BinEEk - R assiE<T e — 5L

BEAISIE: FENLEEERD SR TIFMALLYS, SETEdR. HaEHFIER (ACL) &, MRERIIREHFX
LERRRERHIE X,

2FHIEAR: WTEEEMEETEENENE, TLUHTEASIBRNETLLYY, MR —IER.

RXAEE

TSR AT R R I REF LRSI A, BIREEMSBEmEE. . IRARITTERRER (BTH
TRALIEFNTRS) .

27



B Microsoft Azure # t# 42 Z B¢ ==

FEHE

Storage Account

e  Azure Storage Account - {§ Azure FFEKFEFIEMNEIS — X,

Blob {Zfi#

XJF Blob 528

e Azure Blob - {§F3 AzCopy 7E Azure {ZfiEIKF 2 [@& %] Blob

o {FH Azure BUET /M Azure Blob S HIEIR
SF Azure IHEERLAR

o IRIBREMIE, Azure BIUSAHTEHBIEIRNIEEMER. B 7 7 2025 5 9 A 30 HEIER Azure IF
EENE RIRXIGREA.

o IBEE 15 Azure VM ITHBE! Azure HRYEE LA

Azure Data Lake Storage Gen2
o TILABE AzCopy HHTIFEKF ZAEH
o TILAZE (FF Azure ZIE L] 3 Azure Synapse Analytics Sil|F1%5Ha Azure Data Lake Storage Gen2 FfY
=

Azure Files
e  Azure Files - $F3HEM— SMB Azure SFHETFEEI S — SMB Azure SHHES

o {3 Azure R M /A Azure XA TFIESHIETE

Table Z{i&

IRIBREME, FARNIEIS Table =FfiE 1IE#8E! Azure Cosmos DB for Table kP, WNSREZYREE(EA Table
=g, TS E ST ERHITEIRNTRE.

o JZEUEITEZR Azure Cosmos DB for Table T

o {FFH Azure BT [A/M Azure RIFESHIEUE
5/ AZCopy #1TEHI

BRIBAIIRESZRF Table FRESHIAIE AZCopy V8 hitads, Z/EHINRAS Azure Table FEERISHITIEEEARABZX
¥, 155%& T X Azure Storage Explorer iF8 /5%,

{6 Azure Storage Explorer i {Ti¥i®
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-storage-account
https://docs.azure.cn/zh-cn/storage/common/storage-use-azcopy-blobs-copy
https://docs.azure.cn/zh-cn/data-factory/connector-azure-blob-storage
https://docs.azure.cn/zh-cn/virtual-machines/unmanaged-disks-deprecation
https://docs.azure.cn/zh-cn/virtual-machines/unmanaged-disks-deprecation
https://docs.azure.cn/zh-cn/virtual-machines/windows/migrate-to-managed-disks
https://docs.azure.cn/zh-cn/storage/common/storage-use-azcopy-blobs-copy
https://docs.azure.cn/zh-cn/data-factory/connector-azure-data-lake-storage
https://docs.azure.cn/zh-cn/data-factory/connector-azure-data-lake-storage
https://docs.azure.cn/zh-cn/storage/files/migrate-files-between-shares
https://docs.azure.cn/zh-cn/data-factory/connector-azure-file-storage
https://docs.azure.cn/zh-cn/cosmos-db/table/import
https://docs.azure.cn/zh-cn/data-factory/connector-azure-table-storage?tabs=data-factory
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RITREM
o BELEERIIRARY Azure Storage Explorer
£8] 1. EEIFEMBIRFENF

1. ¥JFF Azure Storage Explorer,

2. EEAMNFREESRT, [/E RIIKE S EZE Azure 265"

3. FEHREESE (W@ Azure Active Directory, {SFIFEIKFERMZEE) .
4. FOREZRFFERFIIBREEIKE.

H$IE 2: T8 Table £

1. 7E Azure Storage Explorer 1, EFFRFHENF,, KEIZEHH Table,
2. ARSHETBH Table, SR SHIE .

3. EFFBIFFHEIKF,, FHEWFT Tables,

4. ST Tables, TR HMEER".

5. SEMNRIRRNMER, BEHIZMITER

EBIIEER"source/tableName"Si#lIZ] "target/tableName”; BE#! n NSEIR

Queue TFi&

EiE% Queue T7iERT, EINRAEHRKEEIZEHGI, FRNAREFGEESAZIFBATIS, F5RAFEHE
STERHE, SN BEFEEAT IR ECEIREIFAS.

HXSHE M

o IR Azure HURERIRAS X
o BT Azure FEE{LL AzCopy HIMERE
o {FFH Azure CLI EBEFEIKF AR

o [SBEEMIEREIE] Azure Blob fFHELELEER
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https://azure.microsoft.com/zh-cn/products/storage/storage-explorer/
https://docs.azure.cn/zh-cn/storage/common/storage-choose-data-transfer-solution
https://docs.azure.cn/zh-cn/storage/common/storage-use-azcopy-optimize
https://learn.microsoft.com/zh-cn/cli/azure/storage/account/local-user?view=azure-cli-latest
https://docs.azure.cn/zh-cn/storage/blobs/storage-custom-domain-name?tabs=azure-portal
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iXi% Azure iR tR{EAL

TS Azure RIFIER Azure ROWTARSS, &ERAITZZFEMIERT Azure ORI Visual Studio Code TEH
R EHEIEMXE, >FE:

> Visual Studio Y ASA (Azure Stream Analytics) TEY BAEHITHIP, EINER Visual Studio Code Hfy
ASA TEY REH{TIIES.

BIARTLAERS Azure ] EkfsEFS PowerShell FEBR Azure IR FANEFIBERSS. ROTELAINCFILE IR
LM TR,

SRS E A TS BER) Visual Studio Code TEMT zure ROHTHINTERE TIE.

HEETE

EFFRZEl, BRRECSEESLUTRM:

1. —EHI Azure 1715,

2. RXKIEF1ERXIEAIIR.

3. &% Visual Studio Code,

4. LEIEATF Visual Studio Code Y Azure RO .

5. {#HH Visual Studio Code BERHE X Azure.

FELE

M Visual Studio Code RE RS HrEL

1%6#% Visual Studio Code jEzI=_ A" Azure"BifR, REEF RO Tm. HKREIESETBHEL,

blobsqlkm (Stopped)

FIFFRDITRIREERR

t‘\
N
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https://code.visualstudio.com/Download
https://learn.microsoft.com/zh-cn/azure/stream-analytics/quick-create-visual-studio-code#install-the-azure-stream-analytics-tools-extension
https://support.azure.cn/docs/azure-operations-guide/others/aog-others-howto-login-china-azure-by-vscode.html
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SHESHRS

EEBEUSHEIAMINE , BT Visual Studio Code FIRA T RIREERPHEZSHAEL. REHSHH
DEERE K,

AZURE e myASAProj.asagl X

7 RESOURCES

> WORKSPACE
» HELP AND FEEDBACK
~ STREAM ANALYTICS

EventHubl

Export lob to Local Project...

1£ Visual Studio Code H3kZ| ASA /Ell

T £ S EES SEH RINE 4B T,
tiEAIRXINEFE
B O R,

SHEAN =R

HRIRERX RN B R KISAT AR . BT EREURTEERBATREHSEE, FI40 Blob 7, =
fehily, SQL HiEES. HRIELRER, SIEXLEIR.

BUEEFREY Azure i trEL

£ BRI BIEEHTRY Azure OHTIRIL, WIREREESNSEPEEIRCEE Azure ROMTEL, EETLABT L
TR, BEATELER.

SAEETBi5in

f£ Visual Studio Code HFHIEIIIRIEESTIRERIELSBRESHAIMB )XY, mth(t.asaql)3Xs, FikE"
Submit to Azure”, SAISIRABIRBEMITIRIE,
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FUEREF, EBRILUSERESARBIREEFEN Azure ORI, SiEEREEIE— NIRRT Azure ROHELL
SNEE.

File Edit Selection View Go Run

If\ = myASAProj.asaql ®
1

~ MYASAPROJ = myASA

Output
Input

Temperature > 2

SNERE
SNERIEIERE IR — MY Azure ROTTHELIAHSANEE, TRGERENBERXE,
Select the job you want to submit

) Update an existing Azure Stream Analytic

o Create a new Azure Stream Analytics job

Subscription = (I

Resource group * (T

Cluster = (0

Region = (0

China North 3

1%$% Job
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ELLIEBRY Azure iR HrELL

£ ERBX TR, A BEmRXKEEXEENEEH MR, TLUBE Azure NPELEREXIER] Azure 53
HriEll, FESEEMBERXIE Azure OHTIEIL,

[BENFRES Azure S HELL

[STFRY Azure ROHTENL, FHIAEUEALE.

A\ N 3,

IEHIES Mzt
1. @Y Azure [JFPEL Azure CLI B FHEWASIRSINETER.
2. HRANEANTEHEIRRESIEREE,
3. EEAEI—ERRTIE), HREIRMER B AEIREELK.

EETmise:
A

SOSRBBAFH Azure TEANHRIEITIER, PTLUMMIRRISA B EIATESAR,
B&

BELLELR, BELMING Azure ROFEIN—MKIEIEREIZ— X, BREREIBIETFERES
—#, LUBREIERRSIRS M. MRBINTAER, SJLASFE Azure BT SHEERFR Azure IR,

BXEZER: *BIFA O TEIERBIFERRNR.  ERRS e, * THRMEEER PowerShell BIE7D
iRk,

EHAIEER, BRG] Azure STFFEIRA.
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1X#% Azure Synapse Analytics T{EX

ANB—EDPIER, NMEWEE Azure Synapse Analytics TYERM— Azure KIFBEIS— MK,

Bt

A FRIL TR FHFFEATIEX, LT T AN R RIX A Azure Synapse Analytics &5 SQL
BRI AR RIX B FHIIAFX A, HEHHIXIFEIERT LIFIX, AT X BRI T

HEIE

Az A, EHRREEEERUTREG:

1.
2.
3.

—NEXE Azure 1T,

TR A B AR AR BR

15EX 1% Azure Synapse TYEXS Azure DevOps &, GitHub £, BXIEMER, iB50 Synapse
Studio FHTRRISEIE,

EHUTHIZARIIRSS 88 %% Azure PowerShell #1 Azure CLI #8R, EHTHIZAHIBRSS S8 EZ%E Azure
PowerShell §J Azure CLI &bk,

HREBRRXISPEFHOEFFENEIRS (180 Azure #3833, Azure TEAEFN Azure TR |
S HEBRI BRI (RIRSSHFXIEHE) .

¥ Azure THEBEIEMXIE. BXEMER, BSHIG Azure FHEIKFBES— X,

HRRX A BRI TEX PAIER SQL th&FRFN Apache Spark jti&FRBRE.

& Azure Synapse T{EXEFIHB— 1 RIHAILE

¥ Azure Synapse T ERM\— M XEBEIB— M XERE—ZLRIRE. THEMELSR:

1.

£ BRI OIE— N Azure Synapse TYEX, FRIEIE— Spark itt, HEESRXIHTIFXH
SERNECETER.

ERERRREEMENIEER SQL RS BIRXE.

TEFH0IB4E SQL Server FEFAIEENBIERE.

BIEETCARSSEE SQL SN Spark tHEHREFIIR,

SNSRE(EF Azure DevOps RIEIEREPBEIME, 1515 Azure DevOps FRSSEMRINE] Azure Synapse
ET AeRYEEES (RBAC) Synapse B AHERE.

BARBIME (SQL A, £icA) | §HERS. S8, $UESK. Spark (RALE AR EFIEREM Azure
DevOps &fhEEEPEEBHRXiH Azure Synapse T1EKX,

¥ Microsoft Entra FAFER4EHINE Azure Synapse RBAC s, WSREFAITERRHTESNIIE, B
E17Ff% Blob £52&/5i8) Azure 7Z(%F Azure Key Vault L RFESEAPEEIRR (SA-MI),
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8. TERNAMIINFEEE S BERATIRSSE SQL EIREIERFMENK, £, mETRERY Microsoft Entra FAF
1ZF"17h# Blob EEE "8¢ ' 77 Blob 25& "R,

9. EIOIBBEFRBEMEITH (SHIR),

10. 7E£B#x Azure Synapse T/EXFrN HERFB M ERIEF] jar.

1. MNRTEXEBBEBETCERIANEH, VeIEMEEEEREEN,

12. WK BRREPAOE TR, HEFERRKIST/FXAIFTE DNS &8,

13. MRAEFRTIERPEIE T ERRERERE, BREAMKETEXPHEE—,

14. FEMEREPNTERETEEUAFBEEREHRE BRRKETEXZE, JUMRRXEFFITIE
X,

i3
SR 1: EBIFXIEHEIZE Azure Synapse TEX

EARERS T, {RIG{ER Azure PowerShell, Azure CLI #1 Azure [P 6#E Azure Synapse T{EX, {RIGEIE—
EIRYEFI— Azure Data Lake Storage Gen2 MK, iZMKFIS4ES PowerShell BIZNFN CLI BIARHI—SE5>, FBIE
TEXHENAFE. BEENTEEITE, 1B DevOps A EBETEAIXL PowerShell 5 CLI BIA,

Azure | JR

FHEM Azure FRIZTIER, BREBENT: i Synapse TIFXASEERIRIE,

Azure PowerShell

LUTFIZA{#EFE New-AzResourceGroup 1 New-AzSynapseWorkspace cmdlet BJiE&RRZEF] Azure Synapse T{E
Zﬂ

BERESER Azure PowerShell ZEZFIE R China Azure Cloud, BE T HEIMAITEAR Azure =ZiEIIHR, 1B

£ Sign in to Azure PowerShell interactively,

BIEEIRE
PowerShell

$storageAccountName= "<YourDefaultStorageAccountName>"
$resourceGroupName="<YourResourceGroupName>"
$regionName="<YourTargetRegionName>"
$containerName="<YourFileSystemName>" # This is the file system name

$workspaceName="<YourTargetRegionWorkspaceName>"

$sourcRegionWSName="<Your source region workspace name>"
$sourceRegionRGName="<YourSourceRegionResourceGroupName>"
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$sglUserName="<SQLUserName>"
$sqlPassword="<SQLStrongPassword>"

$sqlPoolName ="<YourTargetSQLPoolName>" #Both Source and target workspace SQL pool name will be same
$sparkPoolName ="<YourTargetWorkspaceSparkPoolName>"
$sparkVersion="2.4"

New-AzResourceGroup -Name $resourceGroupName -Location $regionName

8l Data Lake Storage Gen2 I

PowerShell

#If the Storage account is alreadly created, then you can skip this step.
New-AzStorageAccount -ResourceGroupName $resourceGroupName *
-Name $storageAccountName *
-Location $regionName
-SkuName Standard_LRS *
-Kind StorageV2 *
-EnableHierarchicalNamespace $true

g3 Azure Synapse T{EX

PowerShell

$password = ConvertTo-SecureString $sqlPassword -AsPlainText -Force
$creds = New-Object System.Management.Automation.PSCredential ($sqlUserName, $password)

New-AzSynapseWorkspace -ResourceGroupName $resourceGroupName *
-Name $workspaceName -Location $regionName *
-DefaultDatalakeStorageAccountName $storageAccountName *
-DefaultDatalLakeStorageFilesystem $containerName *
-SqlAdministratorLoginCredential $creds

ERFEREERMNSBEIETEX, BazHARIEIMIZE ManagedVirtualNetwork”,  EEF4 7 ] FRY
B, BERITEEUMNETE.

PowerShell

#Creating a managed virtual network configuration
$config = New-AzSynapseManagedVirtualNetworkConfig -PreventDataExfiltration -AllowedAadTenantldsForLinki
ng ContosoTenantld

#Creating an Azure Synapse workspace

New-AzSynapseWorkspace -ResourceGroupName $resourceGroupName *
-Name $workspaceName -Location $regionName *
-DefaultDataLakeStorageAccountName $storageAccountName
-DefaultDatalLakeStorageFilesystem $containerName *
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-SqglAdministratorLoginCredential $creds
-ManagedVirtualNetwork $config

Azure CLI

It Azure CLI IAE QI %EE4R. Data Lake Storage Gen2 MKFPFISEZR S, A/, 6§ Azure Synapse T{EX

°

BERESER Azure CLIERFNER China Azure Cloud, BE T #IMIEARR Azure =Z /BN, BESR
Azure =EIES Azure CLI,

elfE gt
Azure CLI

az group create --name $resourceGroupName --location $regionName

8% Data Lake Storage Gen2 M

LU TNHIA SR E K FIAES.
Azure CLI

# Checking if name is not used only then creates it.

$StorageAccountNameAvailable=(az storage account check-name --name $storageAccountName --subscription
$subscriptionld | ConvertFrom-Json).nameAvailableif($StorageAccountNameAvailable){Write-Host "Storage accou
nt Name is available to be used...creating storage account”

#Creating a Data Lake Storage Gen2 account
$storgeAccountProvisionStatus=az storage account create

--name $storageAccountName *

--resource-group $resourceGroupName *

--location $regionName *

--sku Standard_GRS *

--kind StorageV2 *

--enable-hierarchical-namespace $true

($storgeAccountProvisionStatus| ConvertFrom-Json).provisioningState}else{ Write-Host "Storage account Name
is NOT available to be used...use another name --  exiting the script..."
EXIT}

#Creating a container in a Data Lake Storage GenZ account

$key=(az storage account keys list -g $resourceGroupName -n $storageAccountName|ConvertFrom-Json)[0].valu
e

$fileShareStatus=(az storage share create --account-name $storageAccountName --name $containerName --acc
ount-key $key)if(($fileShareStatus|ConvertFrom-Json).created -eq "True"){  Write-Host f"Successfully created th
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e fileshare - '$containerName""

}

g3 Azure Synapse T{FX

Azure CLI

az synapse workspace create
--name $workspaceName *
--resource-group $resourceGroupName *
--storage-account $storageAccountName *
--file-system $containerName *
--sgl-admin-login-user $sqlUserName "
--sgl-admin-login-password $sqlPassword *
--location $regionName

HECRARERIUNE, BELAHATEESE] --enable-managed-virtual-network, BXEZEI, BESHE L
{EXITE EIAMLE,

Azure CLI

az synapse workspace create
--name $workspaceName
--resource-group $resourceGroupName *
--storage-account $storageAccountName *
--file-system $FileShareName *
--sql-admin-login-user $sglUserName *
--sql-admin-login-password $sqlPassword *
--location $regionName *
--enable-managed-virtual-network true *

--allowed-tenant-ids "Contoso"

12 2: 6 Azure Synapse T{EXBHAXISFRN

BB TRXfE, ATAERRIBKIERN, & IP REE—EBER. "L Azure [JFEE R PowerShell B
CLI i IOBaK AR,

Azure [JR

SRR KIRETHAN IP WISEE, N ENFEEEERN .
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e et | Firewalls

Synapse workspace

‘» Search (Ctrl+/) Save >< Discard —+ Add client IP

5 Locks

0 The IP addresses listed below will have full access to Azure Synapse workspace ‘synapse-

Analytics pools :
westeurope-ws'.

w SQL pools
& Apache Spark pools Allow Azure services and resources to access this workspace
Security
; Client IP address 49.37.148.245
@ Encryption
E&E Firewalls §8 Rule name Start IP End IP
B Managed identities allowAll 0.0.0.0 255.255.255.255

¢l Private endpoint connections

® Approved Azure AD tenants

Azure PowerShell

IE1TLATS PowerShell £5<, 1BITEETHATILER P SRR IMBIXESMN., ARIBIRAVEKEFT IP HEUSEE.
PowerShell

$WorkspaceWeb = (Get-AzSynapseWorkspace -Name $workspaceName -ResourceGroupName $resourceGroup).
ConnectivityEndpoints.Web
$WorkspaceDev = (Get-AzSynapseWorkspace -Name $workspaceName -ResourceGroupName $resourceGroup).
ConnectivityEndpoints.Dev

# Adding firewall rules
$FirewallParams = @{ WorkspaceName = $workspaceName
Name = 'Allow Client IP'
ResourceGroupName = $resourceGroup
StartlpAddress = "0.0.0.0"
EndlpAddress = "255.255.255.255"
}

New-AzSynapseFirewallRule @FirewallParams
EITATHIARLERT TEXKAFEERR SaL £HIRE:
PowerShell

Set-AzSynapseManagedldentitySqlControlSetting -WorkspaceName $workspaceName -Enabled $true

Azure CLI

Azure CLI
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az synapse workspace firewall-rule create --name allowAll --workspace-name $workspaceName *
--resource-group $resourceGroupName --start-ip-address 0.0.0.0 --end-ip-address 255.255.255.255

ETUATHIALEH TEXAEEINR SQL I=HIRE:
Azure CLI

az synapse workspace managed-identity grant-sql-access

_-workspace-name $workspaceName --resource-group $resourceGroupName
I8 3: 8Ii Apache Spark jtt!

SRR E T EX AT BRYECE R EIEE Spark ith.

Azure [JR

EEM Azure [JPEIRE Spark ith, BEREREN]: FEE Azure | JFHETIRSSES Apache Spark ith,

{RIERTLAIRERIRIZEN ] {85/ Synapse Studio Bl TARSSES Apache Spark ithFRAYZEEE, M Synapse Studio gl
Spark i,

Azure PowerShell

ATHIASEIE— Spark itB, @S NMElAEII— M RaEFTR, UR—1MEH 4 Meb#l 32 GB
RAM BY/NBUBREE R/, E3E, FESEXIFETIEX Spark ithITES.

PowerShell

#Creating a Spark pool with 3 nodes (2 worker + 1 driver) and a small cluster size with 4 cores and 32 GB RAM.
New-AzSynapseSparkPool *

-WorkspaceName $workspaceName *

-Name $sparkPoolName *

-NodeCount 3°

-SparkVersion $sparkVersion *

-NodeSize Small

Azure CLI
Azure CLI

az synapse spark pool create --name $sparkPoolName --workspace-name $workspaceName --resource-group $r
esourceGroupName *

--spark-version $sparkVersion --node-count 3 --node-size small
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&z
T 4: R[FEHMH saL ith
NEHTTREDHER

EE(EHEMA Azure [JFF0 PowerShell N\ Bt 0 HIRRER SQL jith, {EZI87E Azure Synapse Analytics FREHIIA
JREF SQL itk

FERERIZTEXEA saL ithphERS#TER

ERFEXETFXEMA SQL TR ER SaL itit/RE BRI TFX. AJLAER Azure [JF. Synapse
Studio 8 PowerShell WERREITIER. MNREXEAAHE, WAEERLERHITIER.

ERXEHITERRRICE, BESEETH QLI (LIEIFRA SQLDW) BIAEFESERR A,
Synapse Studio

f£ Synapse Studio F1, AJLMERERRMNITRFEYHITERIARERA SQL ith. SZEA SQL ey, E"Hiftt
RE'T, BFERRFAEEIEX, ITENFERENR. NMREETHFEXIERR, BERERER
saLith. BN, ATLUSERHNEIIERSR.
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Create dedicated SQL pool

*Basics | *Additional settings | Tags  Review + create

Customize additional configuration parameters including collation & data source.

Data source

Start with a blank dedicated SQL pocl, restore from a backup or leverage a restore point to populate your new dedicated
5QL pool.

Use existing data * 'Z:\_ None Backup :ZI

i ] Leverage a restore point from any dedicated SQL pool in this subscription
to recover or copy from a previous state. Learn more o'

Server ar Workspace * (O ‘ Y4 |
Dedicated SQL pool name * (O ‘ sglpooll ~ |
Restore point type * @ Automatic restore points O User-defined restore points

Earliest restore point 2021-06-07T11:50:32 UTC

Newest restore point 2021-07-27T15:50:32 UTC

Select restore point | 07/27/2021 = || 15:50:22 ™ uTe

Restore points are created at least every 8 hours

AT (oo ] [ ]

EE SQL it

Azure PowerShell

BITLAT PowerShell IANERTIEX., IWHAERELEXEMA SQL tthHSEIERR, EEFRIIERPIER
SQL ith. FEIETIZMAZE, EHIERERBIMN DW100c EHTFTERIE.

EE AP ITEXPRIERA SaL it S FRAI%AER.

REUER = :
PowerShell

$restorePoint=Get-AzSynapseSqlPoolRestorePoint -WorkspaceName $sourceRegionWSName -Name $sqlPoolNa
me|Sort-Object -Property RestorePointCreationDate -Descending
| SELECT RestorePointCreationDate -ExpandProperty RestorePointCreationDate -First 1

42



B Microsoft Azure # t# 42 Z B¢ ==

& Azure Synapse SQL jthEIR ID #i%79 SQL U ID, ENERILES{(IZERZ SQL #iERE ID.  fian:
/subscriptions/<Subscriptionld >/resourceGroups/<ResourceGroupName>/providers/Microsoft.Sql/servers/<Wor
kspaceName>/databases/<DatabaseName>

PowerShell

$pool = Get-AzSynapseSqlPool -ResourceGroupName $sourceRegionRGName -WorkspaceName $sourcRegionW
SName -Name $sqlPoolName
$databaseld = $pool.ld *

-replace "Microsoft.Synapse”, "Microsoft.Sql"

-replace "workspaces", "servers"

-replace "sqlPools", "databases"

$restoredPool = Restore-AzSynapseSqlPool -FromRestorePoint *
-RestorePoint $restorePoint
-TargetSqlPoolName $sqlPoolName *
-ResourceGroupName $resourceGroupName *
-WorkspaceName $workspaceName *
-Resourceld $databaseld
-PerformanceLevel DW100c -AsJob

AT SIRERERIBERIIATS

Get-Job | Where-Object Command -In ("Restore-AzSynapseSqlPool") |
Select-Object Id,Command, JobStatelnfo,PSBeginTime,PSEndTime,PSJobTypeName, Error |[Format-Table

RIREH SQL ithig, £ Azure Synapse FEIZEA SQL ERE. EEEMEERS, BERBIEEZAH
SSIEIRME,

MRBF—EFER K, FEBITKEEA saL it RMIEENS, P3IFIEHRBEFRKINER saL i, 1Al
LAEEBIS SHEHRREYS DOL, ERNRHTER, ARBELIESHEHIESHIZIBing, VWILSENT
RNE. *EREL B TEUETR, ILASEER Azure ZUET 8 Synapse EIERGEEENNZLE] Azure
Synapse Analytics FF * {88 Visual Studio #1 SSDT i&E#ZEH SQL itt, AILAS®E(FEH Visual Studio #1 SSDT 1EZE
Azure Synapse Analytics A% A SQL it (LABTFR9 SQL DW)

SR 5. SIEFTARSSEE SQL ith, Spark ihEHEEFFIRIR

RFTEEDIIRRTCIRSS 2 SQL ithEHEEER Spark b, {EA—MEIBERIRRIRTTIE, REJLL:

1. BIREICAT SQL WA, HhaaBTERCIEMBMT Spark ith. iR SQL th#dER. &. &
BMEEMERBSERNAFIIRE. BXLMBEEN Azure DevOps 8 GitHub,

2. WMREFHEKFLSIRESEN, BHHRAIBREEEERIEMEIKFETR.

3. SEEE LEEIFRRXEABNE. EEFRKETERFHITXEEER, BEBRKEIEX
HhElE Spark SQL #ERE. JoiRSSE% SQL ith#dERE. JMNREIRR. ME. AellRAFIR.

43


https://learn.microsoft.com/zh-cn/sql/t-sql/statements/create-login-transact-sql?view=azure-sqldw-latest&preserve-view=true
https://docs.azure.cn/zh-cn/data-factory/load-azure-sql-data-warehouse?tabs=data-factory
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4. KR TFXS Azure DevOps SRR, IXEATBIIE S AFEEN—BD. HE, RAILMERL
1% 6 iEZIRY DevOps K EERFXLA BB HER BIRXE TIFX.
5 HEBEHMXETEXH, FiRXLEE.

i1 6. (HF CI/CD SpEIREEE

EE 7RIS Azure Synapse THEXS Azure DevOps &Y, GitHub ££5%, ARSI BEER B TIEX
, 1BIRAR Azure Synapse T/EXHYIFELEERANISFELAS T (C1/CD) HRYAETRIRIE,

B TEX S Azure DevOps 5555, {FEETI— 1B workspace_publish 9. AT ESTIEXIER, 1&
RPEIEEICA, SQL HIA, #HiEE. SRS, &, fR8F0 Spark (EVENEMENEN.

XNEEH Azure DevOps FiEENREAE S 7 TEFEMAGN TIEX SRS,

4 TestRepro : i* workspace_publish
o synapsedemoworkspacel1 Template ForWo rkSPHCE,jSUn
i} TemplateForWorkspace json Contents History Compare Blame

[ TemplateParameters FarWorkspace json

: ol 4 T, R - A das
Ml readmemd You updated ¥ workspace_publish Wednesday

&7~ workspacepublish FIFEEE.,
SR TAFR AR Azure DevOps Ae el HENIEEHE T/FR,

WRTHEXKE GitHub 8 Azure DevOps 55k, NARFNEFHCIEHREBEN PowerShell 5 Azure CLI fif
X, LUSFBEIME. 8. RS, SR, MUKRET] Spark B XHERIBRXKIF TEKX,

&E

S FEERRARTEFEEFBIME, ESXRKIETFXFHI Spark FIFCARSS R SQL ith. JISANMERTHE
BUE(EE L.

1k . = e
S 7. fIEHE=E/E1TEY
EE0EE SHIR, BIRIBOIEMNALE BAE =Mz TRTRRIE BR(E,

B 8: MITEIRHSDET Azure S8

FEABTAIN Data Lake Storage Gen2 1P FAIFF TYEXAYIEEIRRSELC Storage Blob Contributor I5EI#R, [E
BTEER SA-MI HTEMIGIENEMEFERKA o ECHRINIR.  SFrENEIEFMEHFE Microsoft Entra FIFH
4A45Fg Storage Blob Contributor & Storage Blob Reader i5{E4XR,
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Azure [ JR
FRBBIE T B TS T IR TS S 724 Blob RS 55 @S TRA TIERMHESIRA,

Azure PowerShell
1205 Blob HiES 55 A EE THERIGESIRA,

1 150% Blob RS 5& FINEIEMIKP LN TEXIEEIRR. 117 New-AzRoleAssignment BT HIEIR, &R
9" Exception of type 'Microsoft.Rest. Azure.CloudException’ was thrown.”, {BE&MEFENKF _ESIEFTEERIN
PR,

PowerShell

$workSpaceldentityObjectID= (Get-AzSynapseWorkspace -ResourceGroupName $resourceGroupName -Name $
workspaceName).ldentity.Principalld

$scope = "/subscriptions/$($subscriptionld)/resourceGroups/$($resourceGroupName)/providers/Microsoft.Storag
e/storageAccounts/$($storageAccountName)"

$roleAssignedforManaged|dentity=New-AzRoleAssignment -Objectld $workSpaceldentityObjectID
-RoleDefinitionName "Storage Blob Data Contributor”
-Scope $scope -ErrorAction SilentlyContinue

Azure CLI

RN TEXITETRRIIAEEFR. ZE ID F1E(K ID, ASIEEFE Blob #iES5E Azure BEIRINZE] SA-MI,
Azure CLI

# Getting Role name
$roleName =az role definition list --query "[?contains(roleName, 'Storage Blob Data Contributor')].{roleName:role
Name}" --output tsv

#Getting resource id for storage account

$scope= (az storage account show --name $storageAccountName|ConvertFrom-Json).id

#Getting principal ID for workspace managed identity

$workSpaceldentityObjectID=(az synapse workspace show --name $workspaceName --resource-group $resource
GroupName|ConvertFrom-Json).ldentity.Principalld

# Adding Storage Blob Data Contributor Azure role to SA-M/

az role assignment create --assignee $workSpaceldentityObjectID *

--role $roleName *

--scope $scope
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ST 9: L Azure Synapse RBAC §i&

HFFEREE R B L EXNBFRIIRMAEFISIRE. LAT PowerShell #1 CLI AR Microsoft Entra 3
iR BirXig TEX =AY Synapse EIERAE.

EESKERRE Azure Synapse RBAC AR FR, 15205 Azure Synapse RBAC A,

Synapse Studio

EEE Synapse Studio A7I0EkMIER Azure Synapse RBAC 45, 1BHRRRYN{A]7E Synapse Studio PETE Azure
Synapse RBAC F3E 0 BCPEUSBIRIE.

Azure PowerShell

LR PowerShell BAET#E Synapse SRR ABHEHRIIZE] Microsoft Entra FEFEAE. (RAILMEL TS HFER
-RoleDefinitionld SEE¥t -RoleDefinitionName, LUEFFHINEITEX :

PowerShell

New-AzSynapseRoleAssignment *
-WorkspaceName $workspaceName *
-RoleDefinitionName "Synapse Administrator” *
-Objectld 1c02d2a6-ed3d-46ec-b578-6f36da5819c6

Get-AzSynapseRoleAssignment -WorkspaceName $workspaceName

EEFEUREX I TEX AR Objectld F Roleld, i&iE1T Get-AzSynapseRoleAssignment #5<, 1GHEEIY Azure
Synapse RBAC fta o Eitts BFRXiR TIEX Y Microsoft Entra FAFEk4H.

{RIZRTLASERS -SigninName {EASECKREE -Objectld, FEHTIRMHAFRIBE FHIMEEUE AP ERER. &
VER T AR AT FRRYIEIA, 1525 Azure Synapse RBAC - PowerShell cmdlet,

Azure CLI

IRENFFHIXSR ID, FHREATERRY Azure Synapse RBAC BR73EC4S Microsoft Entra B3P, ATLAA --assignee £
EERM PRI FHRABIE (username@contoso.com),

Azure CLI

az synapse role assignment create
--workspace-name $workspaceName *

--role "Synapse Administrator" --assignee adasdasdd42-0000-000-XXX-XXXXXXX

az synapse role assignment create
--workspace-name $workspaceName *

--role "Synapse Contributor" --assignee "user1@contoso.com"
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https://learn.microsoft.com/zh-cn/cli/azure/synapse/role/assignment
https://www.nuget.org/packages/Azure.Analytics.Synapse.Artifacts/1.0.0-preview.10
https://www.nuget.org/packages/Azure.Analytics.Synapse.Artifacts/1.0.0-preview.10
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https://docs.azure.cn/zh-cn/synapse-analytics/sql-data-warehouse/backup-and-restore
https://docs.azure.cn/zh-cn/synapse-analytics/security/synapse-workspace-managed-vnet
https://docs.azure.cn/zh-cn/synapse-analytics/security/synapse-workspace-managed-private-endpoints
https://docs.azure.cn/zh-cn/synapse-analytics/security/synapse-workspace-managed-private-endpoints
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https://learn.microsoft.com/zh-cn/azure/azure-sql/database/recovery-using-backups
https://github.com/hdinsight/hdinsight.github.io/blob/master/hive/hive-export-import-metastore.md
https://learn.microsoft.com/zh-cn/azure/hdinsight/hdinsight-hadoop-provision-linux-clusters
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https://learn.microsoft.com/zh-cn/azure/hdinsight/hbase/apache-hbase-migrate-new-version
https://learn.microsoft.com/zh-cn/azure/hdinsight/kafka/migrate-versions
https://learn.microsoft.com/zh-cn/azure/hdinsight/interactive-query/apache-hive-migrate-workloads
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https://docs.azure.cn/zh-cn/storage/common/storage-use-azcopy-v10

B Microsoft Azure # t# 42 Z B¢ ==

1F% Azure EENE

i

Azure BshCIRHET =B, BIERAEFFNEERSS, BT 35 Azure FMEFNIE Azure IFZ/EIRI—E
B, Azure BIMVEIERES. BEEEE. EFEE. HEIhEEASSEIIEE,

Azure BECABEERN—IMNKERES— X, —MERZEEEIENKESHER" S, FXEENSHE
EHeIE Azure Ballt, RRRHINEIRSHLOIRER. EHHI Azure BEWAERXETIZITE, BURTLABIER

ZBIXEPRIIRE L.

ETES, IeRkER 7 BREFNEFBEUNEERH. BSERBIE 5 Azure BaliEZE5— X

1.

Azure Automation Relocation Pattern

deploy to target

Update Maitagement

e

Azure Portal

Manual
Process

Azure Automation Runbook Log Analytics Workspace

Manual
Process

Source Azure Automation

ot

Associated Resource
Configuration

f STEP 1 — Export Azure Automation Template & Reconfigure to

CD Pipeline

STEP 2 - Export assodiated Runbook Templates from sour
{ tothe relocated Azure automation instance and r
1 —

‘e and import them
configure )

STEP 4 — Configure the target VM:

. . L Import Export Job Automati
Desired State Configuration . Automation Account
Y STEP 3— Associate the target Azure Automation to target Log Analytics workspace

reloca

nfigufation from the

. Update Management

L&

n Account Desired State Configuration

Log Analytics Workspace Azure Automation Runbook

—Relocation steps—

Azure Automation Relocation Pattern

HXSEHE

. Azure B3

50

Target Azure Automation


https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-automation
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-automation
https://docs.azure.cn/zh-cn/automation/
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https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#log-analytics-contributor
https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#monitoring-contributor
https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#monitoring-contributor
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-log-analytics#prerequisites
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-log-analytics
https://docs.azure.cn/zh-cn/azure-monitor/app/create-workspace-resource?tabs=bicep#how-do-i-move-an-application-insights-resource-to-a-new-region
https://docs.azure.cn/zh-cn/azure-monitor/app/availability
https://docs.azure.cn/zh-cn/azure-monitor/visualize/workbooks-move-region
https://docs.azure.cn/zh-cn/azure-monitor/
https://docs.azure.cn/zh-cn/azure-monitor/logs/log-analytics-workspace-overview
https://docs.azure.cn/zh-cn/azure-monitor/app/app-insights-overview
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https://docs.azure.cn/zh-cn/site-recovery/site-recovery-manage-registration-and-protection
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-site-recovery
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https://docs.azure.cn/zh-cn/backup/backup-azure-manage-vms#stop-protection-and-retain-backup-data
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-backup
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https://docs.azure.cn/zh-cn/backup/tutorial-backup-vm-at-scale
https://docs.azure.cn/zh-cn/backup/backup-overview
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https://docs.azure.cn/zh-cn/azure-resource-manager/manage-resource-groups-portal#export-resource-groups-to-templates
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https://docs.azure.cn/zh-cn/private-link/private-endpoint-overview
https://docs.azure.cn/zh-cn/event-hubs/move-across-regions
https://docs.azure.cn/zh-cn/event-hubs/move-cluster-across-regions
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L
"endpointType": "WebHook"

66



B Microsoft Azure # t# 42 Z B¢ ==

&it
T EASENEHNIEER, FIEREESSHEER. (RRTFES location BIHEEHTABIR
X, ™LA,

7. BERENRFEIERR location EFABRXKIEEMNE., XBHRBERATSEIIXIEZFR, 4140 China
North 3 £ &3 chinanorth3,

"type": "Microsoft.Storage/storageAccounts”,

"apiVersion": "2019-06-01",

"name": "[parameters('storageAccounts_yozstgmts_name")]",
"location": "chinanorth3",

8. EEUFBRUUEFMERPRFAEREIFAT location,

"type": "Microsoft.EventGrid/systemTopics",

"apiVersion": "2020-04-01-preview",

"name": "[parameters('systemTopics_yoz_eg_stg_s_name")]",
"location": "chinanorth3",

9. {RIFXIER.

EiEkE

BERR, £BFXKEPAFEIKFEZE— MEERFIREER.

1. £ Azure [P, EFSIERIR".
2. FEERTHPRNERGBE", AEHE ENTER,
3. IEERIEIRERE".
4. EFQER,
5. G TERIERRPARE SRR .
6. IEERINEIM", ARRIRIEIIEIE E—B9 TEA] template.json 34,
7. SR RE LMRFIZIENR.
8. E'HENMBETWLITUTER.
1. J&8E Azure 1T,

2. EEREFXKEPREIREE, SEIE—ERE.

3. XMFRE, BEFEmXKE. MREETIHERRE, UINRENRE.
4. WF'RREMBHR", BENG SEEKF KRR ERRAIZR,

67



BS Microsoft Azure = # £2 Z B¢ ==

BEiIE
1.
2.

5 WTF'EMEKFEIR, EEMAREBRXE EEAEMEIKFEIRTR.

BEMHBE

MEENEERS

€) New! Deployment Stacks let you manage the lifecycle of your deployments. Try it now —

nEER BE  SEFEE

B
BEYSHE
8 1 W4 2 o
ISR miEEE B[,

TRFEER
EETHLSECSSSEENNE. ERaFaIviEEaaNEEReaRE.
iTE* © | Windows Azure Internal Consumption e |

#ZEH> © | migration-test-dest ~ |

#E

SLFFEER
K © | (Asia Pacific) China North 3 /|
Storage Accounts_yozstgmts_name | yozstgmid - |
System Topics yoz_eg_stg s name | yoz-eg-stg-d ~ |

] o T

6. TERHERBPERE HPFEIE".
7. HHEFORTTEEEENMSR, REIEEEE.

EBEMING, EFERRERA".
EEFATNE L, BIERECEEEMR (ARG Azure ZHEIKF) FIRFER,

68



B Microsoft Azure # t# 42 Z B¢ ==

3. B34 EEE Azure Blob ZHEFRRIREE, FFIGIE Webhook RREWEZEM. BXRIFHAER, BSMH
BEHRIERRER,

==

ERoyiaHE

EEmEE, BRI AT R X B R A T TR,
NREEENFS, BEERKEIRAER, AEEE A SHETORSS ER,

HEEMA Azure JFPIRREIRE (REBHR) | BHATLATERE:

1. 1£ Azure [JPTREBAIERE O , BN'RFE", AEMNERERPIEE TRA" .
2. IEEERRARIRE, AENTEEHEE RRERE"
3. WAL, MARRENEIR, AEEE MR

69


https://docs.azure.cn/zh-cn/event-grid/blob-event-quickstart-portal#send-an-event-to-your-endpoint

B Microsoft Azure # t# 42 Z B¢ ==

FERHMEEEX ER
BR

o EIREM

o« HEH
o EIEE
o IOE

A\
FoRFMF
o SERKBRIEAID: (EFE Azure [JFH] Azure SRS EHE N SHEEAE] Web 245, BHUTICEER, LA
ERTLAME A S HRITER,
o IEWRERTXEFALMEREMMSRS. SRSKERNTRIU B,

S

HETRBRE, BSHATZEEN THAYE RETEEEER,
1. EFRE Azure [,

2. HEERFRED, BAN'SEHMEER", ARNERFIRPER SHREER" .

I

Azure RS 25 EE () &g (0) #iFE (0) Microsoft Entra ID (0)
+ =
dmmE  me T MRS

O 457 Microsoft Entra ID shiEE

EEE

- 4. B
&R
BE
EFFHAIE Azure BRI ENEN FREE

3. EFRESHEIRREERERAIER,

70


https://docs.azure.cn/zh-cn/event-grid/custom-event-quickstart-portal

Microsoft Azure & T 20 & B¢ ==

4.

5.

6.

7.

HRig | F8 »

EEE S e S A P o e Y =

f

FE= | « oo BEmESE. O8N L BHEcY 2 FFES
B — ;
FAEATE. TASTeE  SEESTeE X
Azure ES5HEE TEDR 131 SERE12),
[] &+
—
=\

BREAEN TRRENFFEE

yoz-eg-mts | SHEHR

MEET 8 X Ty RwEES
- BERE T
EHFEER migration-test-source

MRS ER L, EFRANEATRE TR SHER", AEEETEE LR T .

SHREEE
[F = | « LOFE T BE A RE
o
E EE=E O =EscEREATHFEER, EERIERE MRS S T S e .

F 3
fo A GRBNARER) aassn O
€ mo #gig e
B B 1

i > 8 2801) 2 "$schema”: "r_1ttp5:Hschema.management.azur‘e.com{schemas,r‘z‘

. 3 "contentVersion”: "1.8.8.8",

Jdy FEE = =E(O) 4 "parameters”: {

. Vi ERR) 5 "topics_yoz_eg_mts_name": {

tit " T "
ey - [parameters('topics_yoz_eg_mit 6 defaultvalue™: "yoz-eg-mts”,
= BE “ (Microsoft.EventGrid/topics) 7 type”: "String
[concat(parameters(topics_yoz 8 }

- 4 parameters(topics_yoz_eg_mts. 1@ “variables": {},

Q # "-sub’] 11 "resources”: [
(Microsoft.EventGrid/topics/eve 12 I
o 13 "type": "Microsoft.EventGrid/topics”,
— R 14 "apiversion": "2824-86-81-preview”,
S il 15 "name”: "[parameters('topics_yoz_eg_mts_name')]",
. 16 "location™: "chinanorth”,
5t 17 "sku": {
R 18 name": "Basic
19 T

SRR > T TR EE

HENIP TR zip 3, FHSIZSUHBRERRNRERRE NP, L zip XHE SRS

JSON 3Z7f4,
FEREERRIERTPFTFT template json,
Webhook fJ URL RSHEIE R, BLt, BHUTIATER:

1. RS, Z"WebHook”,

2. EREREBONRE—THRERI—MNES () F/F. ARfl+, eR

“preferredBatchSizelnKilobytes”: 64,

3. 0 endpointUrl BHEFEEIRE S{REI Webhook URL, HILA NRFIFT R,

71



B Microsoft Azure # t# 42 Z B¢ ==

"destination™: {
"properties": {
"maxEventsPerBatch": 1,
"preferredBatchSizelnKilobytes": 64,
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. B%%, ¥ Azure Batch [RSBECESHIERSUG, BETR, ERERESHURE BRI, RE, BEXE
HIRIRERERFXIS., &S, 7E Azure Batch fREPEFEIEMEW. Rtk (FSZ.

FRFF
o THRIRAY Azure Batch JRSSERRIIRSSFITHREERT BRI AT LASTHS,
o EIVES Batch IRFXEXAYE Azure WRBENEIFT BRI, B0, ARG Azure FEAEIKF#NEIS
— MR RS IKRERRT Azure 2K,  WNRFE, (RILUSERREEREXE, B2, MR
Batch iKFP S T{EREFERIELM Azure BRI TE—XE, NWHEEESESF. FAXRIRCSIHFHE
IRPEEAIEABXE, Azure &R, LAES Batch BKFERIF—EL
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HEIE

AR, BRHRECSEESLUITRM:

1. — BRI Azure 1T,

2. REIEFN BAREIRAIER.

3. Azure CLI EREEEEYF.

4. MR Batch [RSZIKBIERLENES, HESIREEEEN.

FELE

SRR
SHES Batch IKFIREFEEAY ARM 154,
1. BFRE Azure ],
2. EIFFIERIR, ABISERIRA Batch HF,
3. EERRE">"SHER,
4. EIFEESBHEIRIE,
5. IR SHER TR TR,
6. REUM Azure I REEIARUIAY zip FEAEXMS, FHRRERIAE,

I, zip FEGESHE S ERAENRAY template. json 1 parameters.json FINSI{,

SRzt
INBEFHESOZAENR, LA LAITE BRI BIZHTEY Azure Batch BRSS.
1. £ Azure [JFh, &R BIERIR".
2. HE'ERRSOHH RN ERIPE", A5 ENTER,
3. ERBRIRHE(EREREEREEE)".
4. EEOIE.
5. MR TEfmERREME CRIRIR .

6. EERINESY", AFEEFEEE—TITEHAY “template.json” 3 .
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https://portal.azure.cn/
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7. BATMCES BB 1R Batch BKPETR .

"$schema": "https://schema.management.azure.com/schemas/2019-04-01/deploymentTemplate json#

"contentVersion": "1.0.0.0",
"parameters": {
"batchAccounts_mysourceaccount_name": {
"defaultValue": "<target-batch-account>",
"type": "String"

L
8. TEBMRXIEEIE Azure FIREFN Azure TZIEIKF.
9. BTSSR ABEWRTE ID, MER—MITE MRMELESIE.
BT ~ B BirsiRA.
AT B BinEiEKF.
"storageAccounts_mysourcestorageaccount_externalid"; {
"defaultValue": "/subscriptions/<subscription-id>/resourceGroups/ <target-resource-group > /provi

ders/Microsoft.Storage/storageAccounts/<target-storage-account>",
"type": "String"

L
10. BT BN BERXE,

"resources": [

{
"type": "Microsoft.Batch/batchAccounts”,
"apiVersion": "2021-01-01",
"name": "[parameters('batchAccounts_mysourceaccount_name")]",

"location": "<target-location>",

1. {EMERE, WEE “template.json” S TN EM RE" .
8l Batch kPR
1. BABIEEFEEME:
o 1JTF): 1EHE Azure 1T1H.
o HERE: EERERXEERA,
o [Ki: iH%EEIE Batch IKFREENZIRY Azure X,
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2. RRIER "BEFEE>EE" .

fiE Batch A

Batch #KFHRIELTIREAR S SHENRIRS, FEIAERTY Batch KA REFEIEXLINRE, BF:

o Rl (FMESS)
o Rtk

o P

o NAERE

SRR EEEFNIKFPRIIIEE. TLISHEIR Batch KPR T RAAECEIX LLINRE,

RIS

RBHIEFTETRE, GIANTFHETE Azure Storage FfJ Blob, JEESHIZIFHITZHEIKS.

IEIES izt

1. JSEEeIERY Batch BRSS, HIIEHACERDIER,

# ZYLHFTHY Batch I FAGHFHEL, LAGFEREN TSI FEISS I
az batch pool list

--account-endpoint <NewBatchAccountEndpoint> *

--account-key <NewBatchAccountKey> *

--account-name <NewBatchAccountName>

# FYLHFTHY Batch fk R FAk

az batch job list *

--account-endpoint <NewBatchAccountEndpoint> *

--account-key <NewBatchAccountKey> *

--account-name <NewBatchAccountName>

2. EEIRAES, PRI Batch ISSEUEERAERL,
iR

SR Batch RSTEMIEST, ATLUMRIRBCEATIE Batch RSSFIEXER,
BE

BYLA LR, SELHINEG Azure Batch IREMN— M XIEIFHRIS— X1, BREETBIEFAIEEE—
®, LR HIRELSIRS TR, (RBEUHT AR, TLASE Azure B XHEEEAR Azure BRI,
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T IRAMEHAT Azure Batch IREBRITRE, 1HESEIRY:

e  Azure Batch ##&2
e 1 Azure | JPHEIZE Azure Batch K
e {FF ARM 1&EH%BI%E Azure Batch M

eI, BERREAY Azure STFEFEIRA.
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https://docs.azure.cn/zh-cn/batch/
https://docs.azure.cn/zh-cn/batch/batch-account-create-portal
https://docs.azure.cn/zh-cn/batch/quick-create-template
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1X#2 Azure Cloud Services

BR

. B
. SRS
. HETMHE

o IRIE
o (FIERIRS
o HBREENEXMH
o HEBEFXELIELRS
o IIESR

o BERIR

et
Evy
AXNE Azure TIRSE (JMERES) N\ XIEFBEIS— M XKIENGE. BENIEASHFE Azure =IRSS (IMNE
FiE) M— Azure KiIFRBEIS— X1, ELEAMEHENSZEFARSENX (.csdef) . IRSEE (.cscfg) FIAR
£4 (.cspkg) IHEBMRXIHEFTZE Azure =IRS (IMEEE) , MMISEINE Azure =IRS (IMESZEF) 118

ZEl Azure BIFRXI .

B, Azure REESS ((281) BEFM, FT 2024 58 A 31 AXFABEEFER. &0 Azure 2RSS (KH) 1]
]\iﬂ

SMEHs Azure =fRSS (R88) TREE Azure ZfRS (INESFF) |, 1B5F Azure RIRSFBEXRAVTZIMIA,
A e

TR
1. MR Azure =ERSS (IMEST) MBWEREIUMSES, FILIER Azure [JF. Azure

PowerShell, Azure CLI 8 Azure FREIEESENR (ARM 15E1R) REEREIAMLEE, HRTERCE (.cscfg)
S8R9 NetworkConfiguration 55 | FBREHAMIZEF0FM.

SWFSRRSMTFR—EREFIEIINE, (X5|HEIRSEE (.cscfg) MFRIEINMEZREL B,
WMRENEBIIRIRS IMESSE) MTFRNMNAEIERES, BEESE (.cscfg) XEFIEEEMMLER
52EE Azure FIRETESE ID,

o FAREFHENRGE:
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https://docs.azure.cn/zh-cn/cloud-services/cloud-services-choose-me
https://docs.azure.cn/zh-cn/cloud-services/cloud-services-choose-me
https://docs.azure.cn/zh-cn/cloud-services-extended-support/in-place-migration-overview
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<VirtualNetworkSite name="<vnet-name>"/>
<AddressAssignments >
<InstanceAddress roleName="<role-name>">
<Subnets>
<Subnet name="<subnet-name>"/>
</Subnets>
</InstanceAddress>
</AddressAssign

o AERIFEFHIEIURILS :

<VirtualNetworkSite name="/subscriptions/<sub-id>/resourceGroups/<rg-name>/providers/
Microsoft.Network/virtualNetworks/<vnet-name>"/>
<AddressAssignments>
<InstanceAddress roleName="<role-name>">
<Subnets>
<Subnet name="<subnet-name>"/>
</Subnets>
</InstanceAddress>
</AddressAssignments >

2. ihEER: BEMERRNTRVAES Azure RS (INESTH) "NESS5E RE=AE.

3. HRAREFRE: Azure BPREEDFMES Azure =R (INESZTHF) REAAGIED. BEBRINEIZEER
B, AENEESIRECESXY (.cscfg) PROERIEN. ELRABTERER Azure EEIMHNERZHRR
EFERARE (EFF) |, LMERIRS (INEFR) RRULSRIENNEFEEZREREEPRIES.
BILAE Azure [JPREIREESHIRERE, tBALAUER PowerShell 8, WESHIRSERNXESFNTEE
IR RRE .

HEETE

ARz, ERRECSEESELUTRM:

1. —BERHI Azure 1T,

2. B&BHET Azure CLI, HFEHEEESR,

3. ERIKSEBRXIEHFBIRKIHAIER,

4. WHRIGHD Azure =ARSS (IMESH) IRBIEAHUTRVES, HEMBEIEESEND.
5. EEFRIIRSEN (.csdef) . IRSZECE (.cscfg) FIRRSSE (.cspkg) S,
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FELE

SIE=ARSS
B, EIEETBN Azure TIRS (INESZE) &R,
az cloud-service power-off *

--resource-group <ResourceGroupName> *
--cloud-service-name <CloudServiceName>

HETEMEH

R Azure =R (IMESHE) IRSBEN (.csdef) . IRFBELE (.cscfg) MRS E (.cspkg) 3, TTLABELATA
S

1. HEIRXIEERER) Azure =ERSS (FMESF) BIRXIMNAY Azure TZHEIKF, TEFHEIKF SR EIRI R
X, HITTE.

2. £ Visual Studio $(ZEISIRL Azure =ARSS (FNESZHF) THE, @48 THREAER 4.

M EEFERRAES, ISR RN SE T IMERREH— L.

EBiIRXIgeIR=IRS

7 Azure BRI RIER Azure =RSS (AMESZS) &FIR, ATLABELA AU
1. B Azure [TJPERE Azure RS (IMESZRE) . SWEA Azure [JFEHE=RSS (FMEZHS) .

2. J@id Azure PowerShell 282 Azure =IRSS (AMESZEE) , SU1ER Azure PowerShell EBZ2=RES (JMNE
¥ .

3. BT ARM 1EIREPE Azure IR (IMESZEF) , BWER ARMIEIRISE RS (JMEZHS) |
4. @it SDK ZBE Azure =IRS (FMESZHE) . SEF Azure SDK EPE RS (IMESZE) .

IEIES iz

1. [SEIETBIERY Azure =R (FMIESZHF) FHIGFELRE.
az cloud-service show *

--resource-group <ResourceGroupName> "

--cloud-service-name <CloudServiceName>

2. iR Azure =fRSS (FMESH) HRREIERIZIT, HINEETREE5AMRSAI URL,
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https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-portal
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-powershell
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-powershell
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-template
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-sdk

B Microsoft Azure # t# 42 Z B¢ ==

im IR
HIAST Azure IS (SNES) EMIETE, UMK Azure TR (SHESH) AR,

az cloud-service delete *
--resource-group <ResourceGroupName>
--cloud-service-name <CloudServiceName>

B4
BT LSRR, 1EEEMI Azure ZfRS (FMESHF) N—MRENFBEIS— X, BHEDIZEESDF
MeEs—F, IIERIIEERERS . NREENHAETE, FTLASE Azure BT HEEELFR Azure 5iK3Z

1

BH—E TR Azure ZEIRSS (INESHF) AB, BESEREXIE:

° Azure =R (£HE) XHH
o B Azure =RS (FBE) IRE Azure =R (IMESTHF)

o Azure =RSS (IMESZFF) 3IHH

EHAIEER, BERREAY Azure STFFEIRA.
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https://docs.azure.cn/zh-cn/cloud-services/
https://docs.azure.cn/zh-cn/cloud-services-extended-support/in-place-migration-overview
https://learn.microsoft.com/zh-cn/azure/cloud-services-extended-support/?view=vs-2022
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1E#2 Azure Virtual Machine

BR

o fHhA
e  {FH Azure Resource Mover FTREIINANERS
o FoREH

o {EHm
o EBRE
e  {$F Azure Site Recovery I {TEINANTRE

o RBE

ik

AFEMEEIBSEUTIE Azure BN (VM) M—PMXIFIFRBEIB— X,

&AL ISR (R Azure Resource Mover HATREHANASTER 5 (FF Azure Site Recovery #HTREIAANTER 975
X TER.

{5 Azure Resource Mover i#{FEIHNASTES

ARG Azure VM BBREIB— MR, BATRINER Azure HiREEEeE. HRELERRHIATI0: ~ BRE®
HRRNE—PO, * 8 T RHEFIFE TSR, (FREN—IIBER—ME. * B FRREN
Azure FIFRIER, —HEIAKR, * PRERINEIRZBIKBIE—MEESE XEMTHEXERZE
—ig, MEESHE, AR EmKETE LIS IFE. © MREERNEMREKETNER, BER
KR EFEREN]. * WK, MRS TERD, TSR, ARBEER.

B, BARAERN VM 25 MER VM, EARSINEN VM BT RE LSRG AR,

nEfy VM BTEEARYS: * BBEAT Azure BIENIZRMEN VM, BXIFEMER, B8H (£ Azure [1F 8
FIANZZ Windows REHH L,

* ERAEFEENER (CMK) B TESIIESRSSMRINEN VM, BXFMER, 15519 (57 Azure [ JF
B RS RERE P EENERHTIRSS S2im N,

FoRFF

TR, BREMIEREESIUTEY:
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https://docs.azure.cn/zh-cn/virtual-machines/windows/disk-encryption-portal-quickstart
https://docs.azure.cn/zh-cn/virtual-machines/windows/disk-encryption-portal-quickstart
https://docs.azure.cn/zh-cn/virtual-machines/disks-enable-customer-managed-keys-portal
https://docs.azure.cn/zh-cn/virtual-machines/disks-enable-customer-managed-keys-portal

Microsoft Azure = T8 22 &7 BX ==

2
BEE SRR Rt I aR.

TIPSR

BRERNESFENRRINT ESHE EE R,

> At ATE " FRBEE"HINR?

> A Azure 1T IIFHHFERFIE BRI IMEIRT, ZIREE s BT IS TH =70 LT E
1R (LB E RS 7R IMSI]) .

> EZLIEIR, HNERDIHTEIIBE (KRS SE B HIIEHER) , BT aIIE R
FEEXT IR HrE & IR, 174 T/ Azure FBE,

VM 3z55
o IEBEBHH VM BEZIE,
o ISIFSESZHEAY Windows VM,
o ISUFSETIEAY Linux VM FORIMZARZA.
o EEHHUIIE. FEMERE,
BHRTF

B PRIT R E R SRR EIZRE B RPN RR.  MRRBEE, BiEk LERE.

BfFX1i%zER
WIFSER VM BaZIf B ERERIENTIZA. BEREN T E k8B R,

3T IR VM, RFEFUYNOIERSREELUTFEMG:

1.

ZIRREEER (Azure BLERINE)
SNSRES VM JSH Azure BEINE, NEERKEMBEGRKEFNERRERE. BXFAER, B89
BIEEESRIREEE.
M FRRIEMBERRIEFRERRERE, (REEATHER:
o HMARIR: BPSETHEE (Get. List) FIINZMEIE (Decrypt #1 Encrypt)

o MZERPR: MZEEEIE (Get, List § Set)

o EP (List#0 Get)
BERINZREE (5 CMK RYBRSSEEIRNGS)
SNREEFRY VM 2RI CMK #HTIRSSRmINEN, NWHEERXISMBERXIEPIREINESR. BXIF4H
=8, IESRtEMAINEE,
NREE AL LER (HSM Z18) BTFEFEENER, WASHFEREZ @%s).
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https://docs.azure.cn/zh-cn/resource-mover/common-questions
https://docs.azure.cn/zh-cn/entra/identity/managed-identities-azure-resources/overview#managed-identity-types
https://docs.azure.cn/zh-cn/entra/identity/managed-identities-azure-resources/overview#managed-identity-types
https://docs.azure.cn/zh-cn/role-based-access-control/rbac-and-directory-admin-roles#azure-roles
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#windows-vm-support
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#linux-vm-support
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#supported-vm-compute-settings
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#supported-vm-storage-settings
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#supported-vm-networking-settings
https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits
https://www.azure.cn/pricing/calculator/
https://docs.azure.cn/zh-cn/key-vault/general/quick-create-portal
https://docs.azure.cn/zh-cn/virtual-machines/disks-enable-customer-managed-keys-portal#set-up-your-disk-encryption-set
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=0

EEHBHMER, SEERXKEPEEE BIA VM, SREFAIRESSEUR VM XiF, FHR—REIRE (EFEH
o) .

THRLE T EX B ZRMIIAE.

175 i

= BERIREIETNTEIE. SERTFETEYE, LRSI
IR ERORTS.

&BiR RS AR LARN RS TIE, AILUSEER IR GEM
bR, EERKETOIREIR.

2L ES FEFNTISNNES S RIIE.

Azt MBI TIHAFEEE, RAERaE, NANSREE BN
XigrPIEFRE s U TAE.

PR 1) MHASEREYE, EFEEI—RISERBIEIR.

BEEXRTRNKETRE. KSUARBMPIBERNAE, BERxTZadiE.

Fzifits

RIE TR VM 2879 IR VM, EaTLISHR R Azure BIREERSRR 15015724 VM By, ISR AINERY Azure
VM RS RIS UANER .

{§6F8 Azure Site Recovery B {TERIANEES

BT BRIFERE Azure KIFEIMT Azure ISRIKE (ASR) ETSIFAVIEREMIRERRY (KXTHIERE, B27)

R LASER 5 VM BBah2IE— Azure X5 A ARR S B A AT,
{BFAIIFRINE {FF Azure Resource Mover B TREIANTR.

B

=M
BRI AR FAREAIEENY, HaEdEdhrEeaEs—F, IBRRHiRERSIRS .
FEEFINETRA], BAEUX ISR T,

NRBRUFAAR, TLASE Azure BT SAYEELR Azure ARSI,

93


https://docs.azure.cn/zh-cn/resource-mover/about-move-process
https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-virtual-machines
https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-encrypted-virtual-machines
https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-encrypted-virtual-machines
https://docs.azure.cn/zh-cn/site-recovery/site-recovery-overview
https://docs.azure.cn/zh-cn/site-recovery/azure-to-azure-support-matrix#region-support
https://docs.azure.cn/zh-cn/site-recovery/azure-to-azure-tutorial-migrate
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FEEZEXTF Azure VM [USETRY:

o Azure FRIEHIN
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https://docs.azure.cn/zh-cn/virtual-machines/
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1X#% Azure Virtual Machine Scale Sets (VMSS)

=11y

EEIE Azure RIFIRBEIMNIAMEEE(VMSS), BARSHRREERER, FRIBNIMNENEITER, AEBE
FEBEI BRI,

RESHENMRARFAEHTINEPEFEPEER, SO EMHIRESSAIERNZERE.

EFHREFERE A, BIR 7 ENEMMERIKEK RS HITR R BiRX .

EEZEL

FEHNE. FHREENE. UFBFIRM GUID, #RSHIXERIF—H,
=TTk 1=

AR

TR, ERREEELUTRIRERM:

o  WMFFEMWSHFTRX, NEFRRKEBOIIIFTRR, EEFMLXESTFIAX, B2 Azure 5]
FAXSFX I,
o BERKEANTIIRESEBIECECREIESR. MRBLEH, BEKEM. BXFMER, BFER
Azure 1] FFIARSS PRI, ECERFNZIZR.
o  EGFREIWARENEEXT B, BARLFEEIREENEE.
o THAENNMGERENEMTBVEERN—ED. ERRHESHEBRXE,
o RIEERENRIFFIR, FINERZIES, XERERIIHF LIFEEE.
o WRFERXIE VMSS (KILITRIR, iSHRAMKERIRE B RIS AHERS:
o HEDIIMEK
o IZHRTRRHNIAMES
o Key Vault
o SREMEH
o AP btk
o fREIYERS
o EHME
o  TREHBNEREE R BN ESINRUER M XINE SMERE L IERER.
o TERXIFAVRRSENEME, FIg0 NSG, 2R IP. VNet it =sE)E,
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https://docs.azure.cn/zh-cn/reliability/availability-zones-service-support
https://docs.azure.cn/zh-cn/reliability/availability-zones-service-support
https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits
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X7

SRR UM AMRERRIABERINT: 1. FIREREMNAMRESIAIEIREN 0. 2. SHIREMTIAEEE
. 3. IRIEFIARIERASTH TR, 4. EEFXE, £/ IAC (BAtiRiERMUIE) TR (40 Azure FREIE
ARt&tR. Azure CLI 8 PowerShell) fRSHAMRIREFEIZEMTANES. 5. BIKEEIRKIKE BREUTR
tREs, flan tnfs Mo PNAEOT IR, RN, BEEBE sIiEE B9 PESHIFRET R,

BESFWRFESE & Azure VIR SEMELEIS— X

Stz

EEdETd, FETRUTEN:

o EfIEN: IRIRETFEFMSREMAUEELAIEIREN 0, XSSO, MMsmNHE
A,

o (KMFRERE: EETXEENRERREFTRSEIENRS T, BRBURTEIFIISZMM

o HIERIFIER: MRSRIEIETR, TSSEEUEERARL, msTht.

AFDENRE, BNETBRMFLATNES: - SH8E: BHRETBAISOREXEHE. - SFIERIEE:
A SRIEEBHITIERS, AS/IMEIRFRISAE,. - MRIMRIGIE: SEUAME P TR, J8E
FrELRMECE.

# DG TEEFINEEREAT, BRI IMEH T IGIE.

MRBENEARRE, BILAS%E Azure BASIETELR Azure AR,

BXEZER: i EUTK EUWINEELGE RRFFHEONR, * THIMT SH Azure FEEIEEER, * B
Azure FIREIREIHEA, * FREN EHAMESERDAR, * I Azure XIgHHA, * T HEUMA] EFEPE1ER.
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-virtual-machine-scale-sets
https://docs.azure.cn/zh-cn/virtual-machine-scale-sets/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/azure-resource-manager/manage-resource-groups-portal#export-resource-groups-to-templates
https://docs.azure.cn/zh-cn/azure-resource-manager/resource-group-overview
https://docs.azure.cn/zh-cn/virtual-machine-scale-sets/overview
https://www.azure.cn/zh-cn/home/features/products-by-region
https://docs.azure.cn/zh-cn/azure-resource-manager/resource-group-template-deploy
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1X#% Azure Application Gateway

RXAMBIE Azure XIE 2 [BIERS R FRFE R KAV TT .

ER AETHNEHBESRNERTHAEFMXES, MAERTNAREFMNIXRNEREREBZIRERRR
e

TR ANERIAEPEE China North XisH V1 SLAIETRZIE XL, FTEAREI V2,
A\
FoRFF
o HHIA Azure IRV BRI EZ N BREFMX SKU,
o SETRNBERMXATENERSBALERREE. DT IR RARSIEFEESANTR R,

o NHRHRBEMIBERINFERERFMXFME BB RS SR IR R AT R BT RIS,
o WTNAEFMXAIERE, YREEHIKIAT FRRINRE:

o RIREE (RH/ERIP)
o JRUMMER (a0 VM, EEHUWIARER, Azure NFIARSS)
o TRHE

o Certificates
o ZHNRE
o EiREA
o NHRRBERMIBENN R X T ME RIS ARSI IR R TR R TR AL B,

EiEkE

EETBRNEEFRMX, YWREBMIBFERIIIAL IP bttt M AIE, AEIETIEREM
[RRAIN M RIRETHEFIRE, BTEERAH P itE, FILFEEEKN DNS BB, EIUMNEITN.

WRAEBATIRE O AMXIGSISmIERE, BSRIEN TR M AF] WAF T2 0] X7,
EHEOERIMAIRN FBREFMK. WAF (BJik) #0 IP ithiit:
1. #Z| Azure [,

2. IRNTRREEMER TLS BRIk, BIRREHAREENTRIEFHTRE. WBREPREESHRIRH
RIFRFERFMIRAITR—ITHF. SLAHRIEBHIN R MK SR a A EIES.

3. HEIEBZE, FHWAEMNSETR. EF 7HRNIEBEMNE, BSIEE Azure EIMNE,

4. EFBZEH], MAEiREIRSESEE VM, RIS, PaaS SRSEEE.
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https://docs.azure.cn/zh-cn/reliability/migrate-app-gateway-v2?toc=%2Fazure%2Fapplication-gateway%2Ftoc.json
https://portal.azure.cn/
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-key-vault
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-virtual-network
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5. SIENBEFMXFEMMNSECEFIIRIRALE IP ithik:

o 7o WAF: Bl FREfEFM%
o B WAF: fEF Web N FEf2RFBXIEEE N FFERRM X
6. WNERE WAF BEEa{YREENIINE) WAF 5588, Sl Sal I8 ttin 52220 WAF S8,

7. WNREA Azure FIXIEFINEERMKXA) Web NAREFERSEENS (RXE)  BEEES Azure
B KAEFOR FRFE KA Web N FRF2 R BEEME RIS IFISRER.

8. THIARIFITERRRXF] WAF IEET{E.

9. PKEETBIFRIALL IP bif,

1. IRAREE ST RRERLIERHIIN BERR XK.
2. 5 DNS EEEFBRFIATAVEER IP ek,
3. EFERENAEFRSTHNEER. BEETENRENENBERERERENBER/R

$. BR, NREAXEBEPEBHFNENS, BSUHUTILITE.
10. MIBRIRSLAIRLFBFERFRIXFN WAF SR,
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https://docs.azure.cn/zh-cn/application-gateway/quick-create-portal
https://docs.azure.cn/zh-cn/web-application-firewall/ag/application-gateway-web-application-firewall-portal
https://docs.azure.cn/zh-cn/web-application-firewall/ag/migrate-policy
https://learn.microsoft.com/zh-cn/azure/architecture/example-scenario/gateway/application-gateway-before-azure-firewall
https://learn.microsoft.com/zh-cn/azure/architecture/example-scenario/gateway/application-gateway-before-azure-firewall
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X% Azure Bastion &R

KIERGIEESBIEIE Azure Bastion BRMN—MXIENTREEIS— M Xig. BT Azure Bastion HRASIFEIEEXE,
1%, BEEFNERCEZRAEMEXEE.

+ [T~ =Y
FIEaHES
1. MPIFRAOMLGTT: HEERXKISAIMEEE, RIREIEEFAY Azure Bastion FiR, FEBRXIZAE
AR (VNet) FIFRIECE.
2. HBIPECE: ISR Azure Bastion ELE, SIEEIIMLE (VNet), 7M. MEEZLHENSG)E.
3. PURKE: WFEECEREBHIEERXIEBERXICIZEIEE Azure BR.

FEL R

1. E B X eI ERAY Azure Bastion

BIRE G2 (FREERNIKEZSE Azure Bastion

2. R MLEEFFRECE

1. EFERXERIEN NS ELIER#HTHY Azure Bastion,
2. UIRFTE, EHNELZSENSCHNILASITFLENRE.

3. [Ai] (R EANEY FEaIE
WNRFEEFEHFTAY Azure Bastion IEZIREEIR, LA TH#E B NEEITEEZEF] Azure Bastion BIFEXAIIR,
4. Wizl

1. R Azure Bastion BIREEZIEIIMERIELWL, BFREEESE,

5. B EX1EAY Azure Bastion =&

1. FABRXIER Azure Bastion FRETAEIEER, Sl LAMBREREXIER Bastion FiRLEBEINER,
2. SfnFlRXIEAY Bastion iR, s HER.

A4 b1 E
5 IR
1. EBTYLIEIET Azure Bastion &FiR?

AHLA, Azure Bastion FFAIFEIEEXIHTE. DAFHEEIRXKIGEFHCIEHES.
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https://docs.azure.cn/zh-cn/role-based-access-control/resource-provider-operations
https://docs.azure.cn/zh-cn/bastion/tutorial-create-host-portal
https://docs.azure.cn/zh-cn/bastion/vnet-peering

B Microsoft Azure # t# 42 Z B¢ ==

2. IMIREREEIIERRBEIEER?
Azure Bastion KEARFMEHUE, (EREENNEFIFNECEIER, LABGLLEEARR,
3. iFi8E, Public IP EETILAMREE?

AALA, Public IP #EitRXIgMEIR, TiEEXETRE., Fit, TEIRXELIEHY Azure Bastion &R
B, SEESBE—NERY Public IP #Eht, MERETHBENBAIERTS IP HutEreE, LARGIEZTHT,

HXSEHE

Azure Bastion 34
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https://docs.azure.cn/zh-cn/bastion/

B Microsoft Azure # t# 42 Z B¢ ==

152 Azure DNS

i

EIE1RAY Azure DNS ECEITEZEIARRY Azure XiF, EFEESSH DNS Kigsd, AREHIRTRTSNZX
%, B, SHIISAXEXEHNE—BENT A2 Azure CLI,

{SHNAIME

E7ROIEES RAYSHATE, B2 EA Azure FIZRAIES : EETELE,

S

1. RBIFTEMHEA Azure DNS B Azure BRSS. N ABEFFIIRSSER.
2. RBNMABXRSHIEZIEMBEHFERZRIR NS BR (NRFE) .

FELE

Azure 243 DNS
1. BFRIE Azure XIFHGEITIF, BCE Azure CLI LU{FF Azure BiREEEER.
2. BEHETUTGHSSHKE:
az network dns zone export -g <resource group> -n <zone name> -f <zone file name>
Ml

az network dns zone export -g "myresourcegroup” -n "contoso.com" -f "contoso.com.txt"

It &< iE A Azure DNS IREZLASH AR myresourcegroup FfY contoso.com X1, HHES BIND FREHIX I
MRS 4R AT contoso.com.txt A,

3. SHFERE, MRESEHMIER NS IR, #HI NS IEREAFMKIFANTIRCIE.

4. ERIEFAE, QB INERE EUEFE—IENERE) .

5. SARXIHIH:

az network dns zone import -g <resource group> -n <zone name> -f <zone file name>

6. SAKfEE, SWRBIEITIA T < FIRIEXE:

az network dns record-set list -g <resource group> -z <zone name>

7. WiFsERfE, BRREREZEMEHERRIR NS iBR. ZRENS iERER, BETUTHS

az network dns record-set ns list -g <resource group> -z --output json
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method

B Microsoft Azure # t# 42 Z B¢ ==

Azure £ DNS

1. BRIVE Azure KIFHYEITE, FRE Azure CLI LUER Azure BIRETRESEER,
2. BHEFUTHSEHKE:

az network private-dns zone export -g <resource group> -n <zone name> -f <zone file name>
il
az network private-dns zone export -g "myresourcegroup” -n "contoso.com" -f "contoso.com.txt"

#5SEA Azure DNS IREBLISHEIELE myresourcegroup Hfd contoso.com XiF, iH/E/ BIND FeRHIX 1
SAHTFEE RIS AEHRY contoso.com.txt A,

3. BsERkE, MEESAFIER NS IR, #HY NS ICRE I KT,
4. SRFEFNE, SE—NFIREFE EiEE— T INENERE) .
5. SAREMH:

az network private-dns zone import -g <resource group> -n <zone name> -f <zone file name>

6. SAREE, BB TIA T < RRIEKE:

az network private-dns record-set list -g <resource group> -z <zone name>

e

e  Azure DNS Z#5HE1T Azure CLI 1 Microsoft Azure [ JPSAFISH XIS,
e Azure T DNS Z#EHEID Azure CLI SAFISHXIESE., BEiASIEHED Azure PowerShell 5
Azure [JPENXIESE.

SEHNE

o BITERLATESKRIFERIRNR Azure DNS 371,
o  HELUITHZA Azure DNS HEHA,

o  THEEZ(ER Azure 2E DNS EAFISH,

o  THREZ(ZE Azure 8 DNS SAFISH,
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https://docs.azure.cn/zh-cn/dns/
https://docs.azure.cn/zh-cn/dns/dns-overview
https://docs.azure.cn/zh-cn/dns/dns-import-export
https://docs.azure.cn/zh-cn/dns/private-dns-import-export
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1% Azure ExpressRoute SEfjl)

i

ERIASHFEE Azure XIgiF# Azure ExpressRoute 3L, XFEREENITR, HAIBRNEEBIR Azure XigH
BlEFRAY ExpressRoute ZREFIETHY ExpressRoute fJ%,

shaz
ﬁlkmﬁ:
TE#4T Azure ExpressRoute T2 8, BHRIRIGEESETHIA T RS

1. FOLEIGINE:
o EBHRIMEHINEFIEIRNEIEING, LUESRIFHIREREERE,
2. WEIARSSIRURESTT
o HRANEBRIESIEMHERESIFEIR Azure XiFHHY ExpressRoute ARSS, FLLARSIRARIAIAER
R XIR RS ARRNEZRTE. >iRfE ExpressRoute SKU R FFESHIABIA XIHAY
TR, BEBM ExpressRoute BRARMINMNAMABEIFTLIRER:., AIFNELEERIZERN
Azure EREEIRAE Azure ZINE, WIBEHE, BRKRIERIRSRMHE.
3. EHEXY:
o BHFTEZHIMAAFMIE, HHEFIREN,
4. MR
o TEMKIEFEIERIIRE, FR—IDIRF.

\Y 74
tHXESE
o BIIFERK ExpressRoute ZFERMIFTIRAIRNR,
o THRUMEIBIEERRAY ExpressRoute f5K,

o TH# ExpressRoute [ EFIIRSIRALE.

o [FEBX ExpressRoute BYEHIAMLE N XAINS,
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https://docs.azure.cn/zh-cn/expressroute/expressroute-locations
https://docs.azure.cn/zh-cn/expressroute/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/expressroute/expressroute-howto-add-gateway-portal-resource-manager
https://docs.azure.cn/zh-cn/expressroute/expressroute-locations
https://docs.azure.cn/zh-cn/expressroute/expressroute-about-virtual-network-gateways
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1X#2 Azure Public IP

i
RF P HUEFEALIER, ERIZERNAE P MISEHOECAMFRY 1P ithilk,
RFEBNIEAS P HUIRIRS TR, GINEU, TSREXIERI, Fian:

o BT Azure BIREEESBXIEFEEN Azure VM | Azure Docs

IR SBEAR IP INARSHFRIBEEOE— M HRIAE P i, BREREREFEXEIR.
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https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-virtual-machines?toc=%2Fvirtual-network%2Fip-services%2Ftoc.json
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iFt% Azure BRHIBRSSERSLHY

i

BRIASIEFE Azure XIFER Azure BRHHERSSES L. B TENEGEBR Azure XIFFEIEEFHY Azure BRHIIRSS
%go

{SHNAIME

ANREB S EMMIEEMK (ExpressRoute B VPN) BIREHIMSholZaiMbRiRmIRS2s, Tt ERFmals
HIUFHL.

S

1. ERERXERIMERH, KREES Azure BRHRIRSSES 237 BGP 33 NVAs BREHIMIEERER.
A S
FoRFAF

TE#HT Azure BRHIIRSSSS T2 AT, IEMRIRHEIMTRRSEE: 1. BRSNS, EIMMEMAE, NVAs
CEBHE. 2. NVAs K5 Azure BRHIRFSESEPEER— VNet SRERIEBETE VNet Y NVAs XI5ER:. 3. 40
REZES Azure VPN ] ExpressRoute R BGP X%, BPAMXEHEENETHERIELNGEF. 4. T8
RXIEEFERER, BES Azure FEHIRSS ZEIRE,

3 1=

BT
1. R Azure ERHIIRSS X B AR BRI,
2 15 Asure ERHIRSS SE BB BRI,

o {#F Azure | JFEIEHECEKHRSS 2R,

o {33 Azure PowerShell B2 H AL B IRHIRSS L,
o {3 Azure CLI BIEFHECE I HARSS 88,

o {#F ARM #EAREIEE Azure BEFHARSSES

SENE

o TR AR Azure FBHIRSSEE.
o  THRHGE: EE Azure BEHIRSSESSMEZEINZE (NVA) Z/ERY BGP WEHIE.
o TR HEE Azure IBHIRSSEEGIER,
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https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits?toc=%2Froute-server%2Ftoc.json#azure-route-server-limits
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-portal
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-powershell
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-cli
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-template
https://docs.azure.cn/zh-cn/route-server/overview
https://docs.azure.cn/zh-cn/route-server/peer-route-server-with-virtual-appliance
https://docs.azure.cn/zh-cn/route-server/troubleshoot-route-server
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1X#2 Azure Traffic Manager

BR

. B
. SRS
. HETMHE
. IBLE
o IEBELES

o CIEREEERIENH
o IIESMK

o BERIR

=)y

BRIASHHE Azure RIIRREEESRIKEN Y. TESABRKEPEEFIREEERRENY, REE
FHUREEERPTREERFEE, NTSEIEE Azure KIBITHIMEETERS,

A Y
Fo RS
o TR Azure RESIESER B MIFRTTERIXIE,
o MEEXREEEZEER Azure KIEITRE, HRTREIT.

o IBIIE Azure ITIRIRBAIFEB X EFOIEREEEREEX Y. WERERKEASIFI], BRF
T ECAT.

o  HEMRITEREHEBNRR, LSHRFIREEERREN Y.

HEEIE

Al BRREESLUTRM:
1. —PEHEY Azure 1717,
2. FEXiFNBFRX AR ERGR.

3. WRENREEESEEXMMRBETIUEEHTHNES, HEEXZRESEEN.
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FE

G2

E*g-z gﬁl“\

XITFIR

REEERRE A PEN ERERFERR NI FINTRE B iR Azure X1,

gl E SRR E

EEJLUEE Azure [JFEL ARM BRI BiRX el B SRR &Y

}

BRE Azure [, RRIEE BEER".
KEIRRESEREE XS, FHEHITH,
SRR E > SHIEIR,

e SRR TUEURRY BB

S RIESE, B IRIBREPIIT parameters json 3Xf4,

MRTEERENESIREFENIRBIR, 1BIE" <source-traffic-manager>"Bi NI MEFR, BIERFREE
§|%¢0

WRE BRI ST NS, 155" <resource-id>"EIANIREE ID, BHEERE ID EES |12,

(ESURTERIERE e R T

"$schema": "https://schema.management.azure.com/schemas/2019-04-01/deploymentParameters.json#",

"contentVersion": "1.0.0.0",

"parameters": {

"trafficManagerProfiles_source_tmconfig_name": {

L

"value": "<source-traffic-manager>"

"sites_tm_webapp01_externalid": {

L

"value": "<resource-id>"

"sites_tm_webapp02_externalid": {

}
}

"value": "<resource-id>"

9. EIFRIEEIR, B IRERSPITIT template.json X,
10. MNRFEEFNEREREE, BEH resources > endpoints TXIMAYEMEE.
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https://portal.azure.cn/

B Microsoft Azure # t# 42 Z B¢ ==

1. EESRERPIEERE,
12. BFEAER>R", SFEEEREEERRE X ERANT I,
13. IR EAER>"RRA", HEREESREEERREN BTN RIRE.
14, EFEAER>XKE", EEEESREEERIE NS,
15. FINBEAER > RESEERE X SFREEER.
16. A BEAER">"EERRIR ID EE1EH.
17. SR EHPHEE".
18. & QIR LIRS Binn B B RSE B X,
BEES i
1. BERESHERSEE AT DNS itilbhin 2 st T3,

2. BEEEGRIREREEER, SRR EEEREE X HhARETEFIE, BL LDNS FJ&5
ZEFTIENEEXHER, EERFLENMZE, RIFSFG—RISELBRITEILEREEE T HhRY
mEEEREEX .

iR
SRRAREEERETY, TRETURSNRRRRE SESRE LT, TSRS,

Q[4k
B LR, SELRINEG Azure Traffic Manager Bt& 4N —MNXIENFBRIS— MK, BRRETBIRE
PR ES—E, LUEaEIERAETRS . NERBENEMIEM, afli8® Azure B NINEELR Azure 1
A,

WABH— T % Azure Traffic Manager 1IX#, BISEEXIY:
e  Azure Traffic Manager iR
e  Azure Traffic Manager 22

o  BIEFRAY Azure Traffic Manager
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https://docs.microsoft.com/zh-cn/azure/traffic-manager/traffic-manager-metrics-alerts
https://docs.azure.cn/zh-cn/traffic-manager/traffic-manager-overview
https://docs.azure.cn/zh-cn/traffic-manager/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/traffic-manager/quickstart-create-traffic-manager-profile
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BRI, BRG] Azure STIFEIRA.
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1X#% Web Application Firewall (WAF)

i

RN RREFMXT WAF (FIIEI) , WIEBIRUE (BRI 1P it S BIRaIN AR KERE.
PR TR S M RRAIN R A RIR BT RIFR E.

A\
FoRFF
o TN Azure ITRIVFE BRI EZ N BREFMX SKU,
o SETHERNBERMXATENERSBALERREE. DT IR RARSIEFEESANTR R,

o NHHRBEFMIBERINFERERFMXFME BB T ESR SN IR R AT R BT BRI,
o WTNAEFMXAIERE, YREEHIKIAT FRRINRE:

o RIREE (RH/ER IP)
o JRUMMER (a0 VM, EEHWARER, Azure NFIARSS)
o TRE

o Certificates

o ZHNRE

o ERE
. RS RN T A A SR A A AT R RIS,

S 1=

EBLE

TSNS 15 Azure N FERERFRICH] Web [ FIFEFRRONES (WAF) IEEI5—XIE LAY S ARTR LR,

HXSEXIE

e Azure Application Gateway 34
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-app-gateway
https://docs.azure.cn/zh-cn/web-application-firewall/
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1F#2 Azure Load Balancer

BR

. B
. SRS
. HETMHE

o IBLIE
o S P hHRIRFAERE BT X
o SHHRAHIERRIRFEPEEIFXE
o IIESR

o BERIR

L=\

210

ERLERT, AIReEEE Azure EEANREIYE SN — XTI EFEIS— X, a0, {ReIgetaEel
EE— M REEEEENREIYESER TN, (X a8 BEEREIRE ML IEFIE R E ISR S — 1 X,

BRIRSHHE Azure RITRSGREISERRLA). B, FILIER Azure BIREEFERES HAHIIERNIE
BCEFMALL IP i, 2AF, £ Azure [IFEBIR—KXIE, 75ER: BRBIIERMAL IP SHEEMER,
RIEEITXEIENSE, ARZEREBER X,

A Y
FoRFH
o IBIRIR Azure TaEISEIRIT Azure BIXIE,,
o FiEE Azure X2 BIBENAEISMEEE. WIS HANTEIYE RS KR BRI FHIETR.

o FESH Azure AHIYERIE, FEERNER—XELIE Azure T3NS, FERE NBS5E"
mesEsRIINEe.

o  TEREMNESHREIISHEEERNAERR. WHBEEENRTRMIERE. WELeH. A% IPH
REHURIZS.

o iFWIIE Azure ITIREBRITEBRXIEFEIRAEIIERE. METERHKRESTFER ), SRR,
o TRITIHEHEBIRIR, LSHRMIGRHEISERS.

o NREIREIEIERER Azure TaditYE=s - BithR, WEINETHRE Azure TREISETES - fREERR, 20
Azure SABIIE RN BEAR "THRE TRE".
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https://docs.azure.cn/zh-cn/load-balancer/load-balancer-basic-upgrade-guidance
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HETE

TRz al, BHREESIAITRG:

1.

—NERE Azure 1T,

TR X EA0 BRI AII R

Azure CLI ER%HECEHF.
RERNREIERISEEHEAEEHTIES, FEBXBRESEEMD.

FELER

S 23t 1P ihHRIRFERE ZIFAX Y

1.

7.

8.

BRE Azure [ I, REEFE BERIER".
HEIGREIIERRERR AL P il FISESTH,

T IRE > SRR,

e SRR TUEURRY B

e RIBSE, TEERY\SRIERR P ITT parameters json 3,

LERE A P HIEERR, BIEEAL IP BFRH parameters T value BIHEEX ABIRALL IP
HHNETR, BIEETREES 1SS, BXEERESETIEERERE.

{
"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.jso
n#",
"contentVersion": "1.0.0.0",
"parameters": {
"publiclPAddresses_myVM1publP_name": {
"value": "<target-publicip-name>"
}
}
}

e RIBIRIR", TEBX\SRiERR P ITT template json {4,

ERFETE AT IP BEIPBERKI, {EEN resources Y location B4 E.

"resources": [

{
"type": "Microsoft.Network/publiclPAddresses"”,

"apiVersion": "2019-06-01",
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https://portal.azure.cn/

BS Microsoft Azure = # £2 Z B¢ ==

"name": "[parameters('publiclPAddresses_myPublIP_name")]",
"location": "<target-region>",
"sku": {
"name": "Standard",
“tier": "Regional”
i
"properties": {
"provisioningState": "Succeeded",
"resourceGuid": "7549a8f1-80c2-481a-a073-018f5b0b69be",
"ipAddress": "52.177.6.204",
"publiclPAddressVersion": "IPv4",
"publiclPAllocationMethod™: "Static",
"idleTimeoutinMinutes": 4,
"ipTags": []
}
}
]

BRI BN, BE0 Azure (U5, KBBEAFSIEIIRKIEER,
9. KAILMREFRRESIER PRI S

o SKU: TSILATEECETIE A3t IP #bik"#9 SKU M standard EEXA basic Bi#& M basic EXA
standard, REETE template.json {HFEH sku THI name BH{ERDA]
"resources": [
{
"type": "Microsoft.Network/publiclPAddresses"”,
"apiVersion": "2019-06-01",
"name": "[parameters('publiclPAddresses_myPublP_name")]",
"location™: "<target-region>",
"sku": {
"name": "<Standard/Basic>",

"tier": "Regional"”

o TWHAMRKER: TIBEER XS BHERENR "~ IP XK, IRKEEXEEYE, &
BAH P AT, AJLUSERMKIEROEXIEAH IP, tREHEESEE 3 MXIFklE
XiFURAE IP,

"resources": [
{
"type": "Microsoft.Network/publiclPAddresses”,
"apiVersion": "2019-06-01",
"name": "[parameters(‘publiclPAddresses_myPublP_name")]",
"location": "<target-region>",
"sku": {
"name"; "Standard",
"tier": "Regional”
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https://azure.microsoft.com/global-infrastructure/locations/

B Microsoft Azure # t# 42 Z B¢ ==

o 2 IP KEFIEZ=ME: TLUEITIE publiclPAllocationMethod” BB M Static BXIA"
Dynamic”, =& M Dynamic"BEBHXA"Static”, FEMALE IP HESE. FLAEY
1§ idleTimeoutinMinutes BIHEEXUIAMHERENTIHERE, BIAMEN 4. EELIRIER
IR R

"resources": [
{

"type": "Microsoft.Network/publiclPAddresses"”,

"apiVersion": "2019-06-01",

"name": "[parameters('publiclPAddresses_myPublP_name")]",

"location™: "<target-region>",

"sku": {
"name": "Standard",
"tier": "Regional”

b

"zones": [
o
non
ngn

I

"properties": {
"provisioningState": "Succeeded",
"resourceGuid": "7549a8f1-80c2-481a-a073-018f5b0b69be",
"ipAddress": "52.177.6.204",
"publiclPAddressVersion": "IPv4",
"publiclPAllocationMethod": "Static",
"idleTimeoutinMinutes": 4,
"ipTags": []

10. LSRRI R,
M. EFEEAMER>"TE", ERERER A P i SBERRNTR.

12. ERBEAER>"RFRA", LUERERE A P it EERIRRIRE, SJLUEER FE K ABRA A IP
BIEFTRIRIRAE. BRERMERIRESMERAH IP FFERIRERRE.

13. TN EAXER>"Xig BEIRENIERNBEIRXIE,
14, HIRE"T, AN AL 1P " BRER SR parameters JRiassHi NBIBAFRE LA,

15. G HPFEIE".
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16. MEE"QIELIBBE BN A1t IP il

IP FRSHEREE BRXE.

S GREIEERIRH N EEIFHX

1.

BRE Azure [, RRIEE BER".

RSB aEEes FsRE,

ERIRE">" SHER",

S SHER TR EE .

S RIESE, B IRIBREPIIT parameters json 3Xf4,

AR AR BIRSY, BB TR BT value BIHEEXANHENSTR, BHETR
IEES IS,

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#

]

"contentVersion™: "1.0.0.0",

"parameters": {
"loadBalancers_myLoadbalancer_ext_name": {
"value": "<target-external-Ilb-name>"

}!
"publiclPAddresses_myPublP_in_externalid": {
"value": " <target-publiclP-resource-ID>"

L

AR REIERR PR 1P IEAERTESRP A AL IP HURYE, DRSTERBUZEIR D,
RIS EFENEZ] parameters json X,  3REX ID £E:

1. ER—MNESREREEOS, ERE Azure [JFFISE TIRA',
2. HEREZRPEFEAY A IP ", FTFHZEIR.
3. EERE™>"BM.

4. =AM, REERRR ID"FHEESHEIBEMR. 8&, TGRSR ID"BEEMNN"SHEZ
BINEAR"

5. BHIR ID #EEHER— N SR E O ESArE TR RIESE Wigss PRI value BIH(E:

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParam
etersjson#",
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https://portal.azure.cn/
https://portal.azure.cn/

B Microsoft Azure # t# 42 Z B¢ ==

"contentVersion": "1.0.0.0",

"parameters”: {
"loadBalancers_myLoadbalancer_ext_name": {
"value": "<target-external-lb-name>"

"publiclPAddresses_myPublP_in_externalid": {
"value": "<target-publiclP-resource-ID>"

b

6. EE'RF".

8. WIRABEIIEEFEE T Huh NAT FIHIHIN, BBALXHHFESERE=A%E, EEXMNTFHIEA
1P gYSNER ID., EBWRRIEFES EATBLGREHIE AL IP B TR ID. SR ID #NEE]
parameters.json /&

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion™: *1.0.0.0",

"parameters": {
"loadBalancers_myLoadbalancer_ext_name": {
"value": "<target-external-Ib-name>",

by
"publiclPAddresses_myPublP_in_externalid": {
"value": "<target-publicIP-resource-ID>",
0
"publiclPAddresses_myPublP_out_externalid": {
"defaultValue": "<target-publicIP-outbound-resource-ID>",
}

b
9. IEEFRIR">"GRIEEIR", B ARIEREPITIT template json 3T,

10. HEIFIBINPEIYEEEEEIFERIINBIRXE,, iEFEX template json {4 resources T
B9 location B4 :

EERIXIFUERD, BE0 Azure (15, KFRBENHSEIIXIEHETR,

"resources": [
{
"type": "Microsoft.Network/loadBalancers",
"apiVersion": "2019-06-01",
"name": "[parameters('loadBalancers_mylLoadBalancer_name")]",
"location™: "<target-external-Ib-region>",
"sku": {

"name"; "Standard",
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https://azure.microsoft.com/global-infrastructure/locations/
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"tier": "Regional"

1. BRI RN R E SRR PRI E bS48

o SKU: mILAEBCEE REIIEES M SKU WIREBRA"ER", sE3 N EXR BRI TNE"
. RET template.json SAEHEK"sku"THI name BEEPE] :

"resources": [
{
"type": "Microsoft.Network/loadBalancers",
"apiVersion": "2019-06-01",
"name": "[parameters('loadBalancers_mylLoadBalancer_name")]",
"location": "<target-external-Ib-region>",
"sku": {
"name": "Standard",
"tier": "Regional"

o fREIEMN: TTLUBISTE template json ST{HHY loadBalancingRules T5eainaifiiscsH,
R E RIS MIBR A B I HIN -

"loadBalancingRules": [
{
"name": "mylnboundRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties™: {
"provisioningState": "Succeeded",
"frontendIPConfiguration”: {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBal
ancers_mylLoadBalancer_name")), '/frontendIPConfigurations/myfrontend|Pinbound")]"
b
"frontendPort": 80,
"backendPort": 80,
"enableFloatingIP": false,
"idleTimeoutInMinutes": 4,
"protocol": "Tcp",
"enableTcpReset": false,
"loadDistribution": "Default",
"disableOutboundSnat": true,
"backendAddressPool": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBal
ancers_mylLoadBalancer_name")), '/backendAddressPools/myBEPoollnbound")]"
b,
"probe": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters(‘'loadBal
ancers_mylLoadBalancer_name')), '/probes/myHTTPProbe")]"

}
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]

o ¥Rl: sILUEIZTE template.json 4] probes THRINEMIBREE, FEECEFRIMNEMIBRS
B EREATER:

"probes": [
{

"name": "myHTTPProbe",

"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",

"properties": {
"provisioningState": "Succeeded",
"protocol™: "Http",
"port": 80,
"requestPath": "/",
"intervallnSeconds": 15,
"numberOfProbes": 2

]I

o AIE NAT #I: BILUEISE template json SZ44HY inboundNatRules TiRNaEMIic&E,
KRNk MBS R RO EBEAI NS NAT AR :

"inboundNatRules™: [
{
"name": "mylnboundNATRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties": {
"provisioningState": "Succeeded",
"frontendIPConfiguration: {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBal
ancers_mylLoadBalancer_name")), '/frontendIPConfigurations/myfrontend|Pinbound")]"
b,
"frontendPort": 4422,
"backendPort": 3389,
"enableFloatingIP": false,
"idleTimeoutInMinutes": 4,
"protocol™: "Tcp",
"enableTcpReset": false

]

BESTAE NN NAT SRUASAINEER, ZRNLRES type BIEHITE template.json XX
HHRE, SEFASEMR:
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"type": "Microsoft.Network/loadBalancers/inboundNatRules",
"apiVersion": "2019-06-01",
"name": "[concat(parameters('loadBalancers_myLoadBalancer_name’), '/mylnboundNATRule’)
I,
"dependsOn": [
"[resourceld('Microsoft.Network/loadBalancers', parameters(‘'loadBalancers_myLoadBalanc
er_name"))]"
I
"properties": {
"provisioningState": "Succeeded",
"frontendIPConfiguration”: {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters(‘loadBalancers_
myLoadBalancer_name')), '/frontendIPConfigurations/myfrontendIPinbound")]"
b
"frontendPort": 4422,
"backendPort": 3389,
"enableFloatingIP": false,
"idleTimeoutinMinutes": 4,
"protocol": "Tcp",
"enableTcpReset": false

o HHUKHN : STLUEIS RIS template.json SX{4HFHY outboundRules B, TEEEE RIS
HHEER :

"outboundRules": [
{
"name": "myOutboundRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties": {
"provisioningState": "Succeeded",
"allocatedOutboundPorts": 10000,
"protocol™: "All",
"enableTcpReset": false,
"idleTimeoutInMinutes": 15,
"backendAddressPool": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBal
ancers_mylLoadBalancer_name")), '/backendAddressPools/myBEPoolOutbound’)]"
b,
"frontendIPConfigurations": [
{
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('load
Balancers_myLoadBalancer_name")), '/frontendIPConfigurations/myfrontend|Poutbound’)]"

}
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]

12. fEfRiEREPIAE R,
13. IR EAER>"TIY", DIsRESRIuERHREERNTIR.

14. BFEAER>"RRA", NISREESRIYERNBIINGERE. AJLUSE # sk BiriEiaity
EeRtlERIRA. BRRRRASRSRAEIIERRIRRRARTRAE.

15. HN"BEAER">" X" BERENAHIIE R BRI BRI,

16. ERE"T, WARMRES SR parameters fRiEsPRIARBIELE, WARSNEETHRE
R IPEFRTHIR ID,

1

~

. ISR,

18. BEE'EE", SeAABIERRIIRIRETE.

IEIES izt

1. BoiFSIER RN EIIERIRES.
az network |b show °

--resource-group <TargetResourceGroupName> *
--name <TargetLoadBalancerName>

2. WHE AR AR E RS IER TF.
ETEOe:
iR IRER

SNREAFREIIERIERIET, TLMRRXIEN BRBERfIRE R IR,

az network Ib delete
--resource-group <ResourceGroupName> *
--name <LoadBalancerName>

Sk

BELELE, GELRINSAHITERN— T RETIBIZ— XK. BHFRETBEEPFEeES—S, L
B EEERTARSS I, MNRBEUTAEDE, ATLISE Azure BETTXHUEERR Azure ARSI,

W T RAMEEHAT Azure EGHERRANTRS, BESEIRXRUY:
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o Azure REIIERRHLA

o Azure REIIERHGE

o BUEEHHY Azure AERIDMETES

o Azure REIYERRMN BN TR TRE"

EHAIEER, BERREAY Azure STFRFEIRA.

122


https://docs.azure.cn/zh-cn/load-balancer/load-balancer-overview
https://docs.azure.cn/zh-cn/load-balancer/quickstart-create-basic-load-balancer-portal
https://docs.azure.cn/zh-cn/load-balancer/quickstart-load-balancer-standard-public-portal
https://docs.azure.cn/zh-cn/load-balancer/load-balancer-basic-upgrade-guidance
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1E52 Azure NAT 3%

kg
Aaure NAT FIR—Hh5=2 AL BT SRR AR (NAT) JR3S,  PTLAEFI Azure NAT AL ST

SRR SCA L REMEERES Internet, FIRMRIF 2T,

NAT RXSLAIREEERM— M KEBER— XK., —FRRRTSIEZER Azure HIFFHERIESIIA NAT WX
KERRFBRRBENXE. AE, RSP NAT MXASHLE, AEBBaINERSHLGIRER. 5
B9 NAT RXFEFRXIFIE TR, SRR BIXERrIIAsEAl.

{SHESE
TGS RACIERNE, ISR Avure MIARIIEE MR TR,

EE ST

o TEEREBZER—XIHSOEMEE NAT MX
o HRIEND: {EF Azure [JFBIEE NAT I

o NAT RIXFNRT M

o {#FH Azure NAT RIXi&THREMRIL
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
https://docs.azure.cn/zh-cn/nat-gateway/region-move-nat-gateway
https://docs.azure.cn/zh-cn/nat-gateway/quickstart-create-nat-gateway-portal
https://docs.azure.cn/zh-cn/nat-gateway/nat-availability-zones
https://docs.azure.cn/zh-cn/nat-gateway/nat-gateway-design
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1X52 Azure Network Watcher

=11y

Azure PIZEINERFER (Network Watcher) AEAREEEEN— N XIFITHEIS— X,
MLENERIE AR ERHEE Azure XSRS, BT UISINZHMERE.
AT SE BRI PRI A BN ENERF. AR, WRIBRNSFEMEZ BRIER.

B4

EEFIMETRERI, B EUR ISR TN IEIE.
WNERBENTAEE, TTLIS%E Azure B MRYEREAER Azure AT,

BXEZER: *8R MENEIEFMA, * THREX RS Azure WENEEFNESER. * THEX
MEZ2ARHSCRNESER. * [EEX EELUENRE. B NENEEFIELEDERE, —
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https://docs.azure.cn/zh-cn/network-watcher/network-watcher-overview
https://docs.azure.cn/zh-cn/network-watcher/network-watcher-create?tabs=portal
https://docs.azure.cn/zh-cn/network-watcher/nsg-flow-logs-overview
https://docs.azure.cn/zh-cn/network-watcher/connection-monitor-overview
https://docs.azure.cn/zh-cn/network-watcher/frequently-asked-questions
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F1% Azure ERHEEIRSLH)

i

BRIASHFE Azure XIFIEH Azure ERMERIRSIAI. BAJEINEERR Azure RIFFHEZFAIEHEIERIRSS.
{StRIE

ETEAIRESRAVSHIRE), ESR EE Azure FIZRAER: HBFETZDA

S

1. HEEREZRSERNEERIE, flitnERSIoMEes. B, BN, Azure PaaS R3S,
Azure EFH DNS ZRS.
2. WEFMETEXRERNESE. €8 DNSEE.

FETR
IR kSRR R ERIARSS

1. EFERETAEERSERNMERIR.
2. BRI EBERE RN ERSIE TR B R,

3. AE—EAIMZIRS S BIIRENGEIYEEE. SRERMEE, JLUER Azure [JF7. PowerShell
B Azure CLI,

BRI !

o IEEREMHPEKCRENHR IP BE.

o IEETFEEIRSSHY NAT IP AT FR.

o EESRERIHEIRSERNERIHERSRE.
4. BERERERENHBEIIBRENEIAMES,

5. fREREH DNS XiEERIIESHECE DNS RUIRE.

£33 Azure PaaS g3

1. BRERATEXRESN Azure RSEETHRIBIRXE,. BFRTIFTRMEHEN Azure IRSHER, B5
%) Azure & FpEE TR,
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
https://docs.azure.cn/zh-cn/private-link/create-private-link-service-portal?tabs=dynamic-ip
https://docs.azure.cn/zh-cn/private-link/create-private-link-service-powershell
https://docs.azure.cn/zh-cn/private-link/create-private-link-service-cli
https://docs.azure.cn/zh-cn/private-link/private-endpoint-dns
https://docs.azure.cn/zh-cn/private-link/availability

B Microsoft Azure # t# 42 Z B¢ ==

2. EHEEHERTRREREREE Azure BRBLAFTIAER Azure TRHHE, XFWTAEBA Azure BRSS
BIEFRRES, BSIIIE% Azure IRSHUHIZ, W, 02 (FFERIKESE Awure Functions 5
Azure EEHIEEEERY.

3. MERRMENEEREREESEHE DNSIRE.
, = —
SRR
EEFXKISEFFETEHEINTERER, BKAFNERAMARRE—MERE, LRIz,

SENE

o Azure EFIEREOTFIME
o 42 Azure TRERE

s HLARTRBRER
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https://docs.azure.cn/zh-cn/azure-functions/functions-create-vnet
https://docs.azure.cn/zh-cn/azure-functions/functions-create-vnet
https://docs.azure.cn/zh-cn/private-link/availability
https://docs.azure.cn/zh-cn/private-link/private-link-overview
https://docs.azure.cn/zh-cn/private-link/private-endpoint-overview
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1X#2 Azure Virtual Network

BR

. B
. SRS
. HETMHE
. IBLE
o SR

o (EXUENR

o Bl Virtual Network
o BEE Virtual Network
o IIBKREXEIR

o WIS

o BFERIR

1)1y

BRIASHFE Azure RIGERBREIANES, Bl SIS E BAREKIE P e FRIEIIME, FHgRIREIREIX LRI
RILE,

AFMEEIEHEANTIE Azure FEHIMES (Virtual Network) M—MREGFREIB—MXEL, TN ABITER
XIS EHTERE EIAMEAITUSE IS B KT, EFEPERSIFE N TERBRIRITER, WFFER
XIRIER IP HASEER . EIUER ARM FREIR RIS ENME,

A S

FoRFMF
o TESITBAIEIMMEREKIEEIR.
o  WEXIEFEE

o faEYEEs

o FFENXAIEEH (UDR)

o NAT %

o DDOS {#Fit%l

o MBLLLHE (NSG)

o {REBLH IPHEhE (RHERE P HBhE)
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o MNFEEFRZEA (ASG)
o THARENINEAI TR Azure Xig,

o  HUTSHEUMSHEERR, R XEEEZENINENERE FEWES5E BeBESRIIEG
&,

o THERMEMBINNEIEEFERNFFERR. WihBEERERRTREIIEEE. MELELH (NSG) FIA
1P,

o IIF Azure ITIRBARIFERRXIEFEIREIUNE. EEERMELM, BERRESHFBIJ.
o  TRUTESSIC

o IIREAEA P MICEEER, NaLASMEINERREMIMEFRISATIERE.

o ENRELEGFEEFXKETERINERETMA P b EEENAE.

o MRKREBTXEFERER IP tItEN, NAREERAHRR (23 IP ihih) BYFEER
X BRI AR EREETSA R,

HEIE

EFFaZ R, BRIEEEERESUTERMY:
1. — BRI Azure 1T,
2. REIEFNBRKIEAIR,
3. Azure CLI EREFECELF.
4. TBEIEESMNEMNERIZF NSG HEANZEIFIEN,,
5. EMEMNBLEE (NSG),

6. A DDoS {#&iFit%l,
3 4=
I
SRR
SHAES Virtual Network IEBFHSEHI ARM 1E#R,

1. BFE Azure |,

2. BFR'FERR", SAREEREY Virtual Network,
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https://portal.azure.cn/
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3. EERE">"SHER.

4. IEFBISHEINE,

5. G SHER TR TE".

6. FLEIM Azure TP TEEIARU zip FEX, FREEZIA.

It zip FE4ES B SLEREMRAY template. json F[1 parameters.json PRI,

(ECSiRtR
INEFHERGZIENR, LUERTLATE B RX SR HAY Virtual Network,
1. £ Azure [JFPh, EEFBIEEIR".
2. HEERRSAHR RN EREE", RS ENTER,
3. IEFRIRRE (ERBEEXERHNE) "
4. EEFOIE",
5. G TERIERR AR E CRIRIR .
6. EERINESUY", AFEEFEEE—TI TR “template.json” 34 .
7. BAITHESH “<target-virtual-network-name>" B B#x Virtual Network BFR .

{
"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.jso
n#",
"contentVersion": "1.0.0.0",
"parameters": {
"virtualNetworks_myVNET1_name": {
"value": "<target-virtual-network-name>"

}
8. BUI TG “<target-region>" B/ BIrX1,

"resources": [
{
"type": "Microsoft.Network/virtualNetworks",
"apiVersion": "2019-06-01",
"name": "[parameters('virtualNetworks_myVNET1_name)]",
"location": "<target-region>",

"properties": {
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"provisioningState": "Succeeded",

"resourceGuid": "6e2652be-35ac-4e68-8c70-621b9%ec87dcb",
"addressSpace": {

"addressPrefixes": [
"10.0.0.0/16"

b
9. EALMRERRESRRTRIEMSE:

o ht=S[E): {B2X resources>addressSpace TAFFE M addressPrefixes [B 1R E MR AUMEIZSE],
"resources": [

{

"type": "Microsoft.Network/virtualNetworks",

"apiVersion": "2019-06-01",

"name": "[parameters('virtualNetworks_myVNET1_name")]",

"location": "<target-region”,

"properties™: {

"provisioningState": "Succeeded",

"resourceGuid": "6e2652be-35ac-4e68-8c70-621b9%ec87dchb",
"addressSpace": {

"addressPrefixes": [
"10.0.0.0/16"
]
o FR: FILABSEEUZIEIRAT subnets TR FRIZFRFIF Rt A AERPRIIRNS. STLABEE
FX name BMREXNFMEFR. TLUBTEN addressPrefix B4 EE X FRIHbLEZSE],

"subnets": [
{
"name": "subnet-1",
"etag": "W/\"d9f6e6d6-2c15-4f7c-b01f-bed40f748dea\"",
"properties": {
"provisioningState": "Succeeded",
"addressPrefix": "10.0.0.0/24",
"delegations™: [],
"privateEndpointNetworkPolicies": "Enabled",
"privateLinkServiceNetworkPolicies": "Enabled"

}

L

{

"name": "GatewaySubnet",

"etag": "W/\"d9f6e6d6-2c15-4f7c-b01f-bed40f748dea\"",
"properties": {

"provisioningState": "Succeeded",

"addressPrefix": "10.0.1.0/29",

"serviceEndpoints": [],
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"delegations": [],
"privateEndpointNetworkPolicies": "Enabled",
"privateLinkServiceNetworkPolicies": "Enabled"
}
}

]

10. 1BMZERRE, 1R “template json” S TEI1RIF" .
€l# Virtual Network
1. BASEERENE:
o iTH: ¥%&#F Azure iTH.
o R VEEEIRREEIERE.
o REi: HEEESEINNEEHEI Azure Ki,

2 HOREHE "EEHOER. "Bl .
AgE Virtual Network

EMNBPHIEEEEFASSHEIERT, EOERENNSHEREE, SERERRTIN TR

o Azure BN

o XIEFHEK
o RBBER
o TR%ER

EBREERERE S TRE, TS SRR T RS,
EEKREARIRIR

ERERHANERSER RS, (EEREEIFRIEMMNE, SEERRTUTI:

o EMM
o DNS [R55E8
o MEReH

RS AR E IR F.
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IEIES izt
1. AR RIFEREREEIIEINES T, FEEECEERER.
2. WIEEIWEERESIEREY, FERETIR.
3. WIS TRRR, WRERIET.

iR R

SRR R XIEPIETIER, JLMMRIBNER:

““powershell
# MBRTR X AR AT AR 45
az network vnet delete *

--resource-group <ResourceGroupName> *
--name <VNetName>

cIk

&

BELLELE, BELMING Azure Virtual Network AN—PMXIEGEREIS— MK, BHRETBERETIE—
SEFAEE, LABREIERREIRS M. MRBINTEEE, SJLASFE Azure BTTSHHEERR Azure 5iRSZ

1

T READEIEAT Virtual Network BERS, HBXESEIH:

e  Azure Virtual Network #EiA
e  Azure Virtual Network HF&

e  Azure Virtual Network %!

BRI, BEREEAY Azure STIFEIRA.
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https://docs.azure.cn/zh-cn/virtual-network/virtual-networks-overview
https://docs.azure.cn/zh-cn/virtual-network/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/virtual-network/virtual-network-vnet-plan-design-arm
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FEEEHL WAN

kg
AIEEBIGRBENIENG Azure BEA WAN M— MESUTREIR— ML, TR, Azure B WAN A RSHERH
RTE, EUBEF R,

ERZHERT, BTRFESMEZIEX, Azure EHL WAN IEEBIREHRIXEFRIEREE. —
X FBAER SRR EH KIS eI —MERY Azure FE#L WAN, HSZRIRIEEIL WAN #HTEEX, NRZRIE
U FRIEIAMES (VNet) AT, NaiBdERMMRKEFTEEMNENL, HEIRHEED

IAZ% Azure Virtual Network BISITIZIER MRS, TR HIEREIFY Azure FEHL WAN &, FESERATLA
& [BEIINSIEEEIEI WAN S0 AR, NREEHEMMENMERAIBHXRE, NFEEFS=EE

R (Hub) BOESRR, FFEFTEREIFRY Azure BRI R,

Azure [EH) WAN IR TS SENESERhET, FLCEERAIMTALFIES.

EREES
o HMENFMMBERE
o THMEMBEAEM WAN BE: SEOEZSRIEN WAN BIRE, SIERIMLS (VNet), &R, B8
EZR. VPN RIXF ExpressRoute MXEFER.
o BINHAIERE: WRERENESEEN, EEIREREFHINORAT B IRERS. 535!
TERMEMME. EE BEE. VPN RXH ExpressRoute MXANEAER.
o KREBGTRIEZS
o HRA\BRKEIFFIERENRENL WAN IEEiIRIREE, BXFMER, B8 R WAN &
TEAKFERDAIE —3L,
o IHMERILERERYILSAIRIE
o ArSSRMWBHT: RBUBBLLAV SN ARSI T IRIAEL WAN, FRHMSE(EERIE+e
BESZRIRRIM. FRREXT KRR SS R AR TE P RTATHK AN AT BEAE R
o FIEMBAXEIDE: SHAEXNEAIRIEXE (WSER]. 1T E4EH. *2H%E)
AR, BRI T REIRETTRIFIT BRI HR T A,
o MFIEH: RANBMAETRESZHIMNAFER, St IERAR ERET8ERARSS 1.
o HIERINTHENE
o IEBENOMEE: ERWSEIERHTIR, LsIMEXIWSIEiThITNE,
o IGEIERGE: HXBASNATRS ESIGE RS RNEREE. Fig, KRBT VPN
R S ARt AR S5 SRR R B SSAOIESR I,
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https://docs.azure.cn/zh-cn/virtual-wan/howto-connect-vnet-hub-powershell
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-locations-partners
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-locations-partners
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o [EiFiHE: HEFANEIRITL, LIRSS RN HIAATTRIARRE. #RiReE

BRE.
o RS

o MHXEFBIE: T NUHMEHRNTIBERE, WEFELSRARERETIER. BRHXKEH

RIREHL WAN FIHEXRIRRESIER TAE.

o WEHBAFCHR: REFMANGIEMATER, IMEETHISIEPErS i MEIRSAIMERE.

AR IR R AT BERYIEIRE,

BUEZFREIEESL WAN FHiEid VPN &%

VPN EZPNE WAN 2— A5 EMARL IR,

1. FEFRIXIE AP EUEEREY Azure FEHL WAN

gljE WAN

Ex =5+01E

=¥ WAN HiFFT Azure EERIERIEE, FEESTERIES. THEEEEST

RIEREZIR

DIEFEER

{75 * | backteam-Test02 (MSFT-Sarah) v |
©iFA * | rg-ym-cn3 v |

HE

EEfil WAN =R

i * | China North 3 v

= | |

=3 O | e v |
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2.

3.

BUEEHTHY Hub

BUBREHARC

BE S34=  $E@¥S ExpressRoute iR =& + 6l

;':F'n)% Microsoft FEERIEHINE. ZPOBEEMRERSRER. BTERFEMNSE(vpnsite)fOER. TEESESE A
HRFRER

5 vWAN —, BEEETHEAEERE FE+FD.

1T ‘ E 55 i) ’
L i) | o= \
BRPOHRER

i * | China North 3 v |
£ [ vpn-hub \/|
TR ERmEESE ¢ © | 10.0.255.0/24 /]
EBROERY O | 2mEmEatcRAT, 3 Gbps BEE, 3352000 AELIHL v |
OBREEER * O | As & v ]

BB UG RENERRIR

BUREEHARC

Ex  iESSEAS  fErEiss ExpressRoute BRic  =E v Al

EESAESHNSERER(VPN M)A 5SS VPN s, RAIEREROEIMTIHIEE, ElERiTIElrr a7 iE

(R FRRRSShHTRIAE.
EEEMEESERER(VPN FIX)?
ERg= ©

PEfemETr ©

BHEEEm O

[EFERER of

- =)
|55515 u:.|
|‘1ﬁ]‘5ﬁ$ﬁ:-5mh‘1bp5x2 v|

(®) Microsoft 5 () Internet
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4. Bl VPN b
BlEE VPN b

B == =50

TIEFEER

iTiA | backteam-Test02 (MSFT-Sarah)
L e [ ~
SCHEER

BH * [ China Nortn 3 ~ |
EiR* | wan-to-wan vy ‘
AT~ | Microsoft N ‘
= FibE=E
[ 1002550727 v

5. HINEHE. MMRREEM WAN i&EBIEE VPN Gateway, XEBEHEHER IP #EUETIAS—MNEEN, B4
HINMERXBENERE

BlE VPN ¥hrs

Ex g O==0=

BEEAEE O

BRER R R ER 5% 1P Huhb/FQDN 5B BGP it £HE ASN
‘ wan2vpn \/‘ ‘ 100 \/| | Microsoft \/| | something.contoso.com \/| | ‘ ‘ ‘ ree
\ || I I I || |
6. 1E Hub 5%#E VPN uhse
(]
TEER VPN VPN NsybiA BERISK.

+ FEVPN WS & VPN S 7 65 VPN msEE (O RET

=

SERERR LV i T S T B Ty SRS Ty RS Ty EEERR ™
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https://docs.azure.cn/zh-cn/virtual-wan/howto-connect-vnet-hub-powershell
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https://docs.azure.cn/zh-cn/virtual-wan/
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-site-to-site-portal
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-point-to-site-portal
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-expressroute-portal
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https://docs.azure.cn/zh-cn/role-based-access-control/resource-provider-operations
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https://docs.azure.cn/zh-cn/vpn-gateway/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://learn.microsoft.com/en-us/powershell/module/az.network/?view=azps-14.0.0#vpn
https://learn.microsoft.com/en-us/cli/azure/network/vnet?view=azure-cli-latest
https://blogs.technet.microsoft.com/ralfwi/2017/02/02/connecting-clouds/
https://docs.azure.cn/zh-cn/vpn-gateway/
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https://docs.azure.cn/zh-cn/media-services/latest/azure-media-services-retirement
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https://docs.azure.cn/zh-cn/media-services/
https://docs.azure.cn/zh-cn/media-services/latest/azure-media-services-retirement
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https://docs.azure.cn/zh-cn/container-registry/container-registry-geo-replication
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https://docs.azure.cn/zh-cn/container-registry/container-registry-transfer-prerequisites
https://docs.azure.cn/zh-cn/container-registry/zone-redundancy
https://docs.azure.cn/zh-cn/private-link/private-endpoint-overview
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-container-registry
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-production-readiness-checklist
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-portal
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-arm
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-arm
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-arm#use-your-own-custom-template
https://resources.azure.com/
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-application-arm-resource
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-application-arm-resource
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-backuprestoreservice-quickstart-azurecluster
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-reliable-services-backup-restore
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-backup-restore-service-ondemand-backup
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-backup-restore-service-trigger-restore
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https://docs.azure.cn/zh-cn/traffic-manager/traffic-manager-overview
https://docs.azure.cn/zh-cn/traffic-manager/traffic-manager-routing-methods
https://docs.azure.cn/zh-cn/api-management/configure-custom-domain
https://docs.azure.cn/zh-cn/virtual-network/ip-services/public-ip-addresses
https://docs.azure.cn/zh-cn/dns/dns-zones-records
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-visualizing-your-cluster
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-tutorial-delete-cluster#delete-the-resource-group-containing-the-service-fabric-cluster
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-overview
https://docs.azure.cn/zh-cn/service-fabric/
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-quickstart-containers
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-deploy-remove-applications
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https://docs.azure.cn/zh-cn/analysis-services/move-between-regions
https://docs.azure.cn/zh-cn/analysis-services/analysis-services-deploy
https://docs.azure.cn/zh-cn/analysis-services/analysis-services-backup
https://docs.azure.cn/zh-cn/analysis-services/analysis-services-overview
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https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-overview#service-tiers
https://docs.azure.cn/zh-cn/azure-cache-for-redis/quickstart-create-redis
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#can-i-use-geo-replication-with-my-caches-in-a-vnet
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#can-i-use-geo-replication-with-my-caches-in-a-vnet
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https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-scale
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data#export
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data#import
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#why-did-the-operation-fail-when-i-tried-to-delete-my-linked-cache
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#why-did-the-operation-fail-when-i-tried-to-delete-my-linked-cache
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#how-much-does-it-cost-to-replicate-my-data-across-azure-regions
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#how-much-does-it-cost-to-replicate-my-data-across-azure-regions
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#initiate-a-failover-from-geo-primary-to-geo-secondary
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#prerequisites
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#move
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7", NFRRZEFAHHER.

RfE, N FREREHAERRLA.

{Ef RDB XHSLHMSANE (FBH)
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https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#move-1
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-overview#service-tiers
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-overview#service-tiers
https://docs.azure.cn/zh-cn/azure-cache-for-redis/quickstart-create-redis
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data
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BENIENETHEREIE. SHEFRELENSER, MULUISNEREFREZET, REERIBET.
ZhIkin, RIRFER Redis (FASERME, BNAEFSIENERHIN 7K. BEARMEF—ERE, BIAHEEN
EFRAMERIBRERER. ItE, TROKEE, MAGEOSIERR.
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S
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2. HSMRIASSOIETEGE, BRI RBsR L,
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LB RIEA NI S EFHSIEUEHISEES N Azure Cache for Redis, MIRIEZEENITFEIZRE. Il
RSB T EaRTBEYEMN—1 Azure Cache for Redis SLHIEHIZIARE Azure BFXIFHIB— LA, FIRMH
RIFERA., (RUsERskRI, BRIEARER TR I ERHEHES.

FoRFF

o BINEFNEGANNEANRREGF—F, BAFRETK.
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o TEHAEFAEXETEIE VM, MREIEERA, HEEINEEREART VM LIRS HIRTE.
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https://docs.azure.cn/zh-cn/azure-monitor/essentials/activity-log
https://docs.azure.cn/zh-cn/azure-cache-for-redis/quickstart-create-redis
https://github.com/deepakverma/redis-copy
https://github.com/deepakverma/redis-copy
https://github.com/deepakverma/redis-copy/releases/download/alpha/Release.zip
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PUTILE R,
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—ERAYE)A RETeRk, ERBURTEIRERIA/N.
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1X#% Azure Database for MySQL

B—pRsSER

Azure Database for MySQL Bi—R55E811H%IF 2024 5 9 B 16 HZAl=F. &ilI& Azure Database for MySQL
BP—ARSS28ITFEE Azure Database for MySQL RiEIRSSEE.

ME— RSB FIREIRSRAITRIFTRFHEEINIBEIRIE

o WNERIE Azure Database for MySQL BE—fR$5ESEH5|ZIRA v8.x, iBHHREIRIRSSE:HY NET ZFimIK
HFEFIRATHRE] 8.0.32, LUERITREIRIERS AR a HIUHIRIB RS DA,

e SRR Azure Database for MySQL EE—fRSSEEHYS [EERRA D v8.x, IBFRREITBZ BIGRIRSSE8HY TLS
ARASM v1.0 B v1.1 FHREI TLS v1.2, EERIAR TLS RABXRIERS 7.

o YNSRR Azure Database for MySQL B—fRSSa={ERAFBIAIRO (fI40 3308, 3309 F13310) , BR&E
EinEX0N 3306, EARERSHEASHF LIAIFEIAIRO,

e Azure Database for MySQL RiEIRSS 28 LASIFHIAFN FRIMRSSIRC (SQL). FEHARERSHECEN
XIFGERS, BERHEHNPNTEERERES (FQDN),
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MeE—pRSSE 2R RiEIRSES
THEAO{AIM Azure Database for MySQL E—fR55881F#8%! Azure Database for MySQL RiERSSES.
BIRELAAR, SEIRENANTR:

m IR FHER

=2
=R

fii Azure Database for 202 {§F Azure CLI BY Azure Database for MySQL Import
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/ CLI

BX
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B BUEEIRIRS(EE) 2 Azure [ 175 DMS (FRA)
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X

SR T RNACEREMTE T ENRE—REFI[IBEIRERSEE, BAEITZE] Azure Database for MySQL
ERESENTE,
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https://docs.azure.cn/zh-cn/mysql/migrate/migrate-single-flexible-mysql-import-cli
https://docs.azure.cn/zh-cn/dms/tutorial-mysql-azure-single-to-flex-offline-portal
https://docs.azure.cn/zh-cn/dms/tutorial-mysql-azure-single-to-flex-online-portal
https://docs.azure.cn/zh-cn/mysql/migrate/how-to-decide-on-right-migration-tools
https://docs.azure.cn/zh-cn/mysql/migrate/how-to-decide-on-right-migration-tools
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HXRE

e Azure Database for MySQL - B —RZESHIRFoIS

e Azure Database for MySQL - RiERSSES Azure [X1g}
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https://docs.azure.cn/zh-cn/mysql/migrate/whats-happening-to-mysql-single-server
https://docs.azure.cn/zh-cn/mysql/flexible-server/overview#azure-regions
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1X#% Azure Database For PostgreSQL

Azure Database for PostgreSQL - B8—fR558811¥/F 2025 &£ 3 B 28 HZEi{ERA. #iNIE Azure Database for
PostgreSQL - BB—fR55881F#5%! Azure Database for PostgreSQL - RiEIRSSEE.

M Azure Database for PostgreSQL - Ef—fRS325:FFZF Azure
Database for PostgreSQL - RiEIRSSEE

TRAMEER R — iR S5 E5EIR IERSS 25 T2 T EM Azure Database for PostgreSQL - BB—fR 58582 Azure
Database for PostgreSQL - R;EIRSSSE.

HXAE

e  Azure Database for PostgreSQL BB—fR S B8 MIGHoNZS

e  Azure Datbase for PostgreSQL - RiEIRSSEE Azure X1
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https://docs.azure.cn/zh-cn/postgresql/migrate/concepts-single-to-flexible
https://docs.azure.cn/zh-cn/postgresql/single-server/whats-happening-to-postgresql-single-server
https://docs.azure.cn/zh-cn/postgresql/flexible-server/overview#azure-regions
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— SRS,

o IIRZESHE Blob 7%, M BACPAC XAHRIERAK/N 200 GB, EHEFHEAR BACPAC X4, 1B
{8F9 SqlPackage SHZIAMIFE,

o Azure TFHEXMHEAEELL . B, FEAFREEESTIRFMAE <. >, % % & .\ /. ? FRRFH.
MHABRIRKENZDT 128 MNFH.

o UIRSHBRFEY 20 MM, FTJRESEUEERE. NRSSHISEPRIMERE, LT TEE:

o HRIEEITEXRN.

o ESHHELIFREEERBENED,

o NIFFEARELE FRYIAE null (EEFAESEES]. MRAEARERS|, SNEREE 6-12 4N \atad,
SHETRERAN. XERASHRSFETHFRISE, F782HSHBENRE, WARES
ST — MF AR, 15T DBCC SHOW_STATISTICS FHHA{R RANGE_HI_KEY &=
= null FEES R, BXFEMER, BSH DBCC SHOW STATISTICS,

TFERARIEGERE, BACPAC SH/SATRFERKANE, FEAURSRSHRERELMY.

BACPAC X{4SH
TR BRIASIHER Azure [JPM Azure SQL FEESLHISHEIERER BACPAC, B2IFTEE10,

SIS EUERESHE BACPAC X4,

BACPAC X{4S A

{RETLAfERR bacpac 3 SQL Server HIRES Azure SQL $iEEEsL SQL FEESLHI.  ATLAM Azure Blob 7%
fE (INPRATERRNE) PR bacpac SN A EFRIAFHESAGIE. EEBIRMUESHERIS
IFESANEERAN, BESATETBHEET REIESHNRSERMNERREXN. KRR, TUESAK
ST 48

iE=: M SqlPackage ZEREAHRIT 4GB RY Bacpac 4RTBETGEM Azure |TJFE) Azure PowerShell &N, HER
—&iBIRBER, 18 File contains corrupted data., XZ2EFIAMAIER, RS IEZHER SqlPackage ap$173L
BT ESA bacpac i, BXIFMER, 15217 SqlPackage F[J issue log,
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https://docs.azure.cn/zh-cn/azure-sql/database/database-copy
https://docs.azure.cn/zh-cn/azure-sql/database/database-copy
https://learn.microsoft.com/sql/relational-databases/indexes/clustered-and-nonclustered-indexes-described
https://learn.microsoft.com/sql/t-sql/database-console-commands/dbcc-show-statistics-transact-sql
https://docs.azure.cn/zh-cn/azure-sql/managed-instance/sql-managed-instance-paas-overview
https://docs.azure.cn/zh-cn/azure-sql/database/database-export#considerations
https://docs.azure.cn/zh-cn/azure-sql/database/database-export
https://learn.microsoft.com/sql/relational-databases/data-tier-applications/data-tier-applications#bacpac
https://learn.microsoft.com/sql/tools/sqlpackage/sqlpackage
https://github.com/microsoft/DacFx/issues/363

B Microsoft Azure # t# 42 Z B¢ ==

TR BEIBEURREM bacpac HIEBEI Azure SQL IEESLdr, 7&5{ER SQL Server Management Studio B,
SQLPackage, HBIASZIFER Azure [JFEK Azure PowerShell,

BEEFEM bacpac SESNEEEREE,

IGIES izt
1. IEIESMREEENE: BT SQL HFEINEIE, WIAERFERERIER.
2. ISERITER: SEFHEITIRENT Azure SQL N FITERFERIRSS, MRIFEIERIET.
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https://docs.azure.cn/zh-cn/azure-sql/managed-instance/sql-managed-instance-paas-overview
https://docs.azure.cn/zh-cn/azure-sql/database/database-import
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152 SQL Server Stretch Database

SQL Server 2022 (16.x) F1 Azure SQL #iEREHE A Stretch Database, 7ESUERES | EA9R AR A ISR
IhRE. BERERNTATIEDERIZINEE, HEF S MEIAEERZINRENIN .

HXAE

e  Stretch Database - SQL Server Stretch Database | Microsoft Learn
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https://learn.microsoft.com/zh-cn/previous-versions/sql/sql-server/stretch-database/stretch-database?view=sql-server-ver16
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SNENG API ETESEBIMN— Azure KIBFEAIEISF— X, BEBZRSHE0SEREEE. (RAILERRAEN
AP| EIRSLAIBZFREINE BTR.

TSR

o  TERAMBERXEEFERI AP EIEENE.

N
WM
o EE API EEEN SIAFRIEIERIIRE.
o EBEE/EMHIAE. CRERNLGIEFEFNENIEIREMEE.
o  TERXEBIEFIEI. (RIGFERLKFEHIRSES.

HEHEED

I 1: (ERA5S—1 APl ERELHIRTR

1. EERKEEIEHR API EESLf], FTRAENESIR API EELFIERE. JIFSEAERARRIZTR.

2. 1GIE AP EIESLAIE (H BHFENKF.

3. BREHIRIEDIEFEIFHY AP EIESLA,

4. MRE—MEREEXE AP EESLAINEENE, BFEXBEENE CNAME, EZIERHAY API EIHEL
/8

5 WMBAENHAE, BFENEHCIR.

eI 2: (ERAR—1 APl EELHIRTR

TR SRR AP EIESLA], EERHAEESIEREER. BHRRERFRRSEAI AT THERED.
1. BB AP EESLAIEHEIEHEN.
2. MFRRKERT API EIESLHB,
3. FHEBERKIFHOIEA AP BIESLAI, FRAEMRSIRXEER.
4. BFRLHIRED AR BRKIERAIHT AP EIESLA,
5 WEAENHAE, BFNEFEE.

BEiIE
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https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#back-up-an-api-management-service
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#what-is-not-backed-up
https://docs.azure.cn/zh-cn/storage/common/storage-account-create?tabs=azure-portal
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#what-is-not-backed-up
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#what-is-not-backed-up
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BEMFFIREN CAIES,
3. ipiABfRXigAAY API SRR D, a0, ik API, BiEEFRARIIF.
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152 Azure NFHIRSS

BR

Azure MRS XIXFIBLRER

o RFM
o IFBER
o IERBITH
e HEM

o IGiE

o B

Azure Web MR hFE

o R

o IRBRUES

o ZE—: FNIE Web NAIRS
o BB SIEBmXKEER

o FER=: MENARSEFHXE
o SIRI: WUFRE

o SBR: {EREFEE

o BN FEIERE

o BENH

Auzre NBRSXIHFIZLEE

Azure RIS ATLAULRRAMERIEIESHEINITE Web N, BaiRimAK RESTul API, MAEEEEM
2K, CIEMEEMERFIET RN, dF Windows F Linux, F3Z4FM GitHub, Azure DevOps S¢{HT Git 17
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EEMEFNA. MRRIRNAEREENE, IESREERVE, HEIIHE BRXIEF9HNA.

FoRF
o HRRERRESHHIEE NN RIRSFHIEXRIRS.
o  WIFRRAREBIISIRSNARS RIRAPEE BT EFHXE,
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o ISIERE N Azure HREEHE T XIRE.
o  ERITTERS, ENITERRMETERREMS. SE2LETRNKE, BERENITE:,

EBESE
LRI EAE R RS R RS 2R, IR

o NBIRSZIMEG

o NAABRSSITLI

o EREBIE(Z

o7& Azure IISCRIBTE S
e  TLS/SSLiFH

° Azure FEH LB EERL

o FEEER
« HBHIRE

HURR (GINSARGEBHREIER) B8 5H M Azure IRSAIERK. BXRIABXEBMXLTFINES.,
IBERENARSS AISCAE.

FEitkl
LTS BRI BEERIE
o R, FHATRRENR

e Certificates

o EE
o VNet EHZ/EHENZFRDNS
o FRR

. IRSHES

W&, T TR
. BERARSMARERSERTRES,
o RENERAETNRBEFIIRS.

LAY

o ZRAKEFIMNRE. AURNERNT, ENERSEFINRE. ERSEFMEIREEET RN
9. (HIRBRSE TS INEREE T FREINLY (EIREERTEYBENERT) .
EAJRERIBIR T, BN AREFRSLMENBREFTORE, MieohiEs, XATEREmEY.
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https://21vcaepricing.azure.cn/?lang=zh-cn
https://docs.azure.cn/zh-cn/app-service/environment/overview
https://docs.azure.cn/zh-cn/app-service/overview-hosting-plans
https://docs.azure.cn/zh-cn/app-service/tutorial-secure-domain-certificate
https://docs.azure.cn/zh-cn/app-service/configure-ssl-certificate
https://docs.azure.cn/zh-cn/app-service/configure-vnet-integration-enable
https://docs.azure.cn/zh-cn/app-service/app-service-hybrid-connections
https://docs.azure.cn/zh-cn/app-service/overview-managed-identity?tabs=portal%2Chttp
https://docs.azure.cn/zh-cn/app-service/manage-backup?tabs=portal
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AL Azure MFHBRIVE AR EFIEZFARRR. BRI IRE>INREZE", R MARE S
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MARBRSIAERE VNet :INBFHFRS. NARSHAENEARTZHEANARS, FEFE— 8@
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EERXKIETERCIREEALER (WFER) . XEEERTXE, VNet 5.

RIFRERSSIAERY DNS BFEE EFEMAEENY DNS RS ERTERE (8 BHE— FHLEE
) . NARSINEANO/HORMREIYERR, MNBRSASENLFTRHE. B, Aigst
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- REEFOREARKHRIFEETR, LURIFEIFKERORE, %, B Microsoft Entra
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5EF Azure [P R FEIRS BREEMEFT X :

1. CIRRRABRIED.

2. fEBERKEHRIHETN FRIRSS TR P e — LA,
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SRERAE, RN Azure RIFIRS:

o 1§ Azure NAIRFSEEMEIBRXES, STEREUAMERLN. TFNXsi@EIMAE T,
HBRIEATA R B RRC EMEE, LKA R ErEUEERhR.

o ISVERRE Azure RIFARRSSBIFNERK.

o XBEXEMBRITERNLN, BEFEERRIFNN. SEAHNSERT TIERERISEREN
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o THEREEAT, FRREEEMEEEN. WNAEF Azure BRRIENEFERBREEX A IR
BAIERT, ERREITRIGERN I FRHESHEEN. BN tEENHM P RIES cE
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£B—: HIPWE Web R

BF Azure [ 1,

2. SinEWRRETRAI Web RF,
EEMSHE RE 85, EF S0,

4. EESRNEERFIISSR, FHITE0ERE.
5. THEHOHNXMHFHZEFHE.

N

w

Azure CLI 7=f:

# IR
$RESOURCE_GROUP="your-resource-group"
$APP_NAME="your-api-app-name"
$BACKUP_NAME="your-backup-name"
$CONTAINER_URL="your-storage-account-url"
# BIZE 17
az webapp config backup create °
--resource-group $RESOURCE_GROUP *
--webapp-name $APP_NAME *
--backup-name $BACKUP_NAME *
--container-url $CONTAINER_URL

LR : tliEBIRXIEE Web RF
1. TE Azure 1P, SHnEl"GERIR".
2. EZFREE"Web A",
3. ES6E Web NARNEAER, FHEEERXE, EMEAXE) .
4. EE'NMRIRSSITL" (App Service Plan) , Ha{RIERBRXIEAIRIRE.
5. SThkBlEE, HEFRRIETH.

Azure CLI 7=l

===, ]

$TARGET_RESOURCE_GROUP="your-target-resource-group"
$TARGET_LOCATION="your-target-location"
$NEW_PLAN_NAME="your-new-app-service-plan"
$NEW_APP_NAME="your-new-api-app-name"

$SKU="your-new-sku"

# BIREZIRAE (UPRAFFE)

az group create
--name $TARGET_RESOURCE_GROUP *
--location $TARGET_LOCATION
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# BIZEFTH App Service 114

az appservice plan create
--name $NEW_PLAN_NAME *
--resource-group $TARGET_RESOURCE_GROUP *
--location $TARGET_LOCATION *

--sku $SKU
# BYEEFTHT Web fizfH

az webapp create
--resource-group $TARGET_RESOURCE_GROUP *
--plan $NEW_PLAN_NAME *
--name $NEW_APP_NAME

SR=: HENMRRSEFXY
1. SEVEEEIERA) Web RF,
2. (EREES, HEER'.
3. MESHEHIKONSE, REEHHEE Web A,

Azure CLI 7=

g ¥=--07 =}

# IR 2 E
$NEW_APP_NAME="your-new-api-app-name"
$NEW_RESOURCE_GROUP="your-new-resource-group"
$CONTAINER_URL="your-storage-account-url"
$BACKUP_NAME="your-backup-file-name"

# BB 0 FFT Web 7/

az webapp config backup restore
--resource-group $NEW_RESOURCE_GROUP *
--webapp-name $NEW_APP_NAME *
--backup-name $BACKUP_NAME *
--container-url $CONTAINER_URL *

--overwrite

SR : ISIESRE {PEBRIYISIESRE -appsvc}
1. TE Azure [P, SMEIFTXIEAY Web RFH,
2. 558 Web BRI URL, FRRIFAERIETT.
3. MERATMEEER, BHRIEERESE.

Azure CLI 7=l

L2 e

$NEW_APP_NAME="your-new-api-app-name"

$NEW_RESOURCE_GROUP="your-new-resource-group"
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# SR RS HT URL
az webapp show *
--name $NEW_APP_NAME *
--resource-group $NEW_RESOURCE_GROUP *
--query defaultHostName °
--output tsv

SBA: HEREFEE
1. BT DNS iCREAHIVEREE, HREIRIFXIEA Web M.
2. nEREVIREHINARS, BREREET.
3. {&F3 Azure Monitor ] Application Insights #{TEREFNEERIAE.,

SBoN: FEIEER

1. FOABRIHY Web RFATESEIIRFIRSIEET, FRISEAM.
SHENREL Web .
LB RRIA Web MAIIRSSFIECETR.
BRSEHSHREHIT (IFBERE) .

\

P w0 BN

Azure CLI 7=l

# (ZLEIFRG Web f7fH

az webapp stop *
--name $APP_NAME *
--resource-group $RESOURCE_GROUP

# MHERIHRY Web fizfF

az webapp delete °
--name $APP_NAME *
--resource-group $RESOURCE_GROUP

# MIBRIARY App Service 114 (HIRREERMIFEE)
az appservice plan delete

--name $PLAN_NAME *

--resource-group $RESOURCE_GROUP

SENE
o Azure NFHIRSHEA
o Azure NFAIRSS Y

o Azure fpd{THEO (CLI) 3THY
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BRI, BRG] Azure STIFEIRA.
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1X%2 Azure loT Hub

AN BUTHRE 10T FINFRBEIFXI,

sEIERHO, FEE-MYRETOEEGEEDONURANTR. AHSHPOREFNEREMNXE. RiaH
OAMERNRI—TREEFHANTIE. FEEERERNER, BATORIRGREFE—,

TSR

£iER% 1oT PLZRl, BIVHEFEER.

o HRFESUETREIRNINEERMNET LR, EERSUFGERRM, RLFAERrEINsEEsaLL
A ERER.

o  HEOIBMEIBIRANRAZE, FEMRRERER. —BRREN DO, MSBEXARR, FERE
HIETLWRE, EtthaTEeE R BRI RIERISHH0,

o JFA Azure loT RIDHIBIEASIER. ZEUEEEREHE. =EIRE (C2D) R SLARIEIARRAYE
B, PUnHIFERIER. SIS CREREASTR.

o  FEINTBERAYEA AT, BRECEIFPOFTERE—ENE. MRERSNSH
75k, BEENHERA, 5 500,000 MREFEEFEALIM NG, M#a) 100 5 MRERLIFELN
/NS,

o KTKRMBEHIRE, RIARESEHEFEHL.

o WRRFHRAZEA DPS kcH), BEIHEEMLMSEFAT 10T b, 2Af5, BHTECRELA
B NREPRIEEER.

o AN, RRERSNSHTERBHNRE, REUERREAEERFTHO. Fll, TF
RERENERFERTREPRY loT ROENE. REGKAZ loT PIOENE, BHFFR
5B ORIEE, RAEREENERIFETHO.

o FHEEHHEIEN, LMESEATHRR. 15, (RETEER DNS RHIEMEEN THL, FE

EEFHIXLL DNS 58,
hix
TEEFH1IFENANTR loT FOIEMGE.

1. BPORHERESHIEREESRER,
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2. MIRMREITEAAFERIER, Fln, AERRROESAEMS ERASRINE. WTERTATERE
REERIMHIRNR, BEERPENZRRIEN.

3. BERSAIITHUENFRRE. WSTEOIEHRY loT il
4. BREFEEHITEL.
5. AMIIARSHEERPIEEIRE.

plgn, EREERASSHENERY., FTEFHEEREERNZIERD, HEELEPOREER Azure
IS0,

6. BEEMNREBFPOEHEFHO,. HIRESTEDIEME Azure loT FIORNIZEERD T T NEE.

Ul EHe IS bt

RIRAIPOMERIEERE, NSHPOERIIRES RIBHEE, ERPRZREELS. WRER loT PiLiEH
e, NAERRSEARIFEERIREVE, ERECNBERFARE RIREER. KEEBHEEAR
B FIRERRRA RS SEMEREREM T,

SNRFPMERREIEE, (RATLASRBRIMEE.
o  BRATHHKESIEFBEE.
1. fE Azure [JFPEIEE RIREERIERE S TR IR,
2. EHRMECIENMERFESHITED S, EACITEEEERE—RIBR.

3. HEEIEFPOZEN, EFRPOREIRTERSRSMIERER. SEHP O, XEEIFEN

%7 E.
o FEBHBTHHAERNRR. B ERD ERXEER.

1. EREEROSRY, FERRE N RERRNEHRABERNER, AEHEeEH+O.

2. MBS IRRREERNR, FHERESERRHIXEER. BTFPOMBRRLERERAE
E—UE, EIHEEmRA .

HEERBPOEBEIS— X

AEORHERIRPORIRM5REA.
1. BREPOSHIIERER, BXAHRFEITLUBREEINEMIE.

2. (EXUERAE. W TERIERSEIREIZ A templatejson B, HRIESCIRER, EXIITRE:
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o WIRIREXRBLEEE, BRSPS ERFREEED.
o fHB& storageEndpoints J&4,

o  B'HERTHME BUSCIBEIRXE.

EIRAEER TR

SHEEERHANTUNRREEMERE, (FEERISHIMERPHARRMXERRIER. BiINERE
SFET. ESAFHORERFEERZPOZE, DREFPPREIXERFEFGRER, RRETER.

RN TERR, B —HEFSMIERIETR. 1D NFRA.
1. MERAERARERHNENR, FRERERRTD. FTLM Azure [HhRIRFRERER.

o N, MRBKESWEZIRENMAESR, BENPPHREENIEEKSE. £IRE RS L
FpaER, RAREFHETHN—EHR. BXSHERE, ZRNTAR:

"connectionString": "DefaultEndpointsProtocol=https;AccountName=fabrikamstorage1234;Acc
ountKey=****",
"containerName": "fabrikamresults",

SREFMEKFRIKFERE, BEEBAZIER ERFS AccountKey="* th, EKES.

o XFIRGZELRNG, FKENS SharedAccessKeyName ICERRIHE AE%54A, TEIE JSON HAY
Z4HF0 SharedAccessKeyName:

"connectionString": "Endpoint=sb://fabrikamsbnamespace1234.servicebus.chinacloudapi.cn:567
1/;SharedAccessKeyName=iothubroutes_FabrikamResources;SharedAccessKey=****EntityPath
=fabrikamsbqueue1234",

o EREMFRITIRSSSLERM Azure EHHIOERBIER.

B INEktRtR S FRRC

EFRmIERRRIREIEH L. EEBMERR, NEFUERERR, FEFRRTEISIAE, LIERITE.
R BHEERR, MISHE STEERPHI I EEREHEER.

1. B Azure [,

2. EECIERR.

3. HEFRET, BREFNMFRIRNE(EREEERE) . ARIRBERSEL, EF "
4. HEENHEBTEL, HF ERESRTEME IR, LMETLM M EEEIR,

5. IEEINESH.
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6. NINEISREBRFERRFIGEIES, REIEETH. BEISAEREEOPINEZER. E&FRF.
7. HE'BEXHBE TR HESLATFR.

1T IEREERRNTR.

HRAE: EENERRANCERZIFE.

Xif: MRFIEETHENREFE, WERASHRERSHFAMELROXE. WNREZETHERE,
XERIZRRBERVE.

EEFFR BB OIERFRS.
RLEIR: FOaGRE.
8. IEEF'EE + "R,

9. EECIEEE. NPRBRIHRRERABEHFDO. NMRERARERE ZBEEEEHHP LR,
(ESiEaM TR ERNER.

FERSANSHEEHLFEMEFPRO
AJLAGERE loT C# 7~fll: 1EFT C# Y Azure [oT SDK RHHTIRBHIISAIISE.

BREEESR: WEFNERE loT Fuls - Azure [oT Hub

BEER

HJLAE Azure [JPHEERE, AWACNEEHIERME.

1. R Azure [JFEREIBO. EFZPL, RRIEE 10T RE", (RESEZINBHOEHZEFTHOR
&, EHLUEERPORNEL.

2. MESNSHEIR: 7 Azure | JFHEEER] Azure FZEIKF, SAREZE ImportErrors.log BY devicefiles &
B8, WRISHERZT (KB 0) |, NMFRFRREETAER. IREBASZREANE—IRE, FREAN
IeEgiziRE, FE—KERERRNIE BEEH,

AT, RERPOERZFMNE, FEBRETBEFPL. BT REBHTHENEY, FREEESHPOE
BT

EEREREY, FEMTUATER:
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o EHEMRELIER loT PLENE, 1§ loT RbENEIEEFL. NERERIRECIRER FARHE
EITERATILERE.

o ENSIAIBRORMBNERER, EREEFHO.

o SRR, FPONSEHMFIET. [BPONZREENINREFLTHERAS.

RN E T
MBPREERER, ETLRSR:

o EHTEMREBLIER loT POFENS, 15 loT RIOENEIERIEFL. NERERIRECRERFTAEHE
EITERATILERE.

o EUEIEHTONRENARER, EEEEIEFO. Flal, WRERRIZ Azure Analytics, RUFTRER
EHBCE Azure OTHIN,

o MBRETHO.

o  MEFEWHERE, WA OENERENMEEERNIRGEERE, FEERPOERRE, Eniz{aER

REER

EEMBEER, B8 loT BRAOEELEANMTHVENTL, REEITE. BMSZ, BXIFHOHRITLAR
B ORTRITRERERE, FBERE(IERIE.

INRELHEIEH, B FHREE S EfEE BRI,
==
B

EREHPOEEMFET, FEREVIERIEZA, SAEEEER. 5, WMREATRHINE, B35
XHLLTIRERI T, EERAER, PTUTSRREEIRRR:
o MBRIBC (IRERXEHR) . XEMNZFORBRATEEHRNRE.

o WIRCKEHFRBIEFMUE, TLAMRIBERBEIR.

[REELTR

WESR loT PUERIRE—RIEHE THXEFAFEHO. BXX loT PUORRIRREMERTH EREITFM

=R, IBEFMESASH loT PURETRA,
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1X#2 Notification Hubs

RN EAMTIE Azure BRIFOERBEIE M Azure X, IHEFEAE:
1. SlE— MEREB—BRNBIrmE=aE.
2. (FARSASHGIRTRETM.
.
SR
o HIA Azure iTRIIFEBFRXIEFEI7E Notification Hubs,

o Azure BRI ETAGTREIR—FKR, AEIEMEHOHT, Eit, EEHITIHESE), LR
BXEFEFEFRIPL, AR EMARTE AR ESIER I eEm R =A

gl (EREMBTRREAP O R B

BRRUTLREFIENPORETE., EEFERERFHESHEYFERER, SFnaz=BiERRxX
1.

1. BF Azure |,

2. EAMKSLISEMRBIRS, AEHE Web + BEIEiOEFEMPO. MEMPORE L, ETEE LS
e,

3. mEMPOLTHELHNEFMERIEI~F, EEUT™MER:
o R ZHFMER P RS M E—ETR,
o WMETHEE— IS MENPL, EEEEMPCERERHRAPONER.
o MUBTHFIFEFTEFE HEETEEEPBBHFROUE,
4. ReIE.
tigFmETaE, BRHFERRERGETEPN PNS £iF, HEEHMGETHETRINSHERE.
iEAE
o BESANMSHARNRTER, BERIESHINSA Azure BAIFLEH.
TR BHIEREEE, FTEMFRRHEE A ExpirationTime FER,
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e V.S iy 8 .
HikgBI—ap2=E (1))
ST M B ERFa 2T BRGEMSHE, TLURIEEERR BaE= .,
1. HFAR—XBHNNERZEE.
2. BEHEg, AEERRSRFTEEEFTERMADETEEIR.

3. BEMiRaE S RIEREITHIMER.
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